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TCP Case Study Packet Analysis exhibits from high visibility, high stakes critical problems

Root Cause Analysis

Critical Problem Resolution
Performance Application Analysis




Analysis Workflow
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Store Every Packet?
Who can and is going to
analyze them and when?
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Finding The Neext
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Monitoring & Analysis Design

Wireshark Spans, Tapsﬁ,jPacket Brokers...
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Instrumentation Phase
Test Point Design
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Multi-tier Transaction Analysis
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Multi-tier Macro vs. Micro

* Multi-tier Transaction Analysis
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HTTP / SQL
Multi-tier 1
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POST fwvfctimeshest IE web

skl == krped08 Current gquery: User request: Cancel Cperation @ krpedls
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HTTP / SQL

Multi-tier 2
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Tier Micro-Analysis Phase
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Multi-tier Macro vs. Micro
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Multi-tier Transaction Analysis
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Multi-tier Transaction Analysis
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Tier Response Time Breakdown

All Tiers
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TCP Trace & Chart Exhibits



Performance Indicators
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Each slide that follows
explains and illustrates
the key to many past
problems...

Findings expertly found and annotated
provide the knowledge for Client
employees, managers and vendors to
take action to solve and optimize
networks, systems and architecture.

Without such key data trouble call
bridges were without productive paths
to diagnosing and solving critical
problems.

We worked with well over 100
technologists virtually around the world
helping them be more successful by
providing definitive facts leading to
optimization and problem resolution.




Oracle
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select* from pallet_definition pd where pd.pallet_type ='CHEF4'

selecttlocation from location_wms t WHERE t TYPE =1 AMD twarehouse_nhr=:2 AND tlocation=:3
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Oracle
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JAVA

Slow
Client

~Server sends 2
hy[cs to client
and client
remains silent
for 89
seconds!

° Huge dead
periods
between Java
Tools session
in client.

Mo ; D_st A_ddr Status| § S!'c A_ddr Protocal . . S - summary Rel _T\me Delta T!me Len
[ |143804 10.32.17.79 10.254.17.74 TCP 2000 = 1848 [ACK] Seq=2Z862084153 Ack=24547296 Win=:245Z0 Len=1460 27.711606 0.000121 1514
(] |1az805 10.32.17.79 10.254.17.74 TCP 9000 > 1543 [P5H, ACK] 5eq=2862085613 Ack=24547206 Win=24320 Len=104 27.711613 0.000007 153
[ 143806 10.254.17.74 10.32.17.79 TCP 1848 > 5000 [ACK] Seq=24547296 Ack=2862084153 Win=65535 Len=0 27.711648 0.000035 &0/
(] |1az807 10.254.17.74 10.32.17.79 TCP 1345 > 9000 [ACK] 5eq=24547296 Ack=286Z085717 Win=£5535 Len=0 27.711707 0.000053 &0
[ 143808 10.32.17.79 10.254.17.74 TCP 9000 > 1848 [P3H, ACK] Seq=2862085717 Ack=24547296 Win=24820 Len=38 27.712091 0.000384 92|
(]| 143809 10.254.17.74 10.32.17.79 TCP 1545 > 3000 [ACK] Seg=245472580 Ack=ZGG6Z085755 Win=05437 Len=0 27.870966 0.158875 a0
[ 143810 10.32.17.79 10.254.17.74 TCP 9000 > 1848 [P3H, ACK] Seq=2862085755 Ack=24547296 Win=24820 Len=23 'lCl{ ()l]l\- 27.871207 0.000241 77
(] |1a3811 10.254.17.74 10.32.17.79 TCP 1545 > 3000 [ACK] Seg=24547280 Ack=ZG6Z085778 Win=05474 Len=0 ‘-_ ‘ 28.083717 0.218510 [
143812 10.32.17.79 10.254.17.74 TCP 9000 > 1848 [PSH, ACK] Seq=2862085778 Ack=24547296 Win=24820 Len=12 t()l 2 29.126801 l.DS?DBQ%
(] |143813 10.254.17.74 10.32.17.79 TCP 1545 > 3000 [ACK] Seg=245472580 Ack=ZG6Z085730 Win=0546Z Len=0 28.292567 a. a0
143814 10.32.17.79 10.254.17.74 TCP 9000 > 1843 [PSH, ACK] Seq=28620385790 ick=24547296 Win=24320 Len=15& I‘)V[.CS 29.293153 210
(] |143815 10.254.17.74 10.32.17.79 TCP 184d > 3000 [PSH, ACK] Seq=24547296 Ack=2852055346 Win=65306 Len=1d4 . 28.308225 a [
143816 10.32.17.79 10.254.17.74 TCP 9000 > 1543 [PEH, ACK] Seq=2862085946 Ack=24547310 Win=24320 Len=154 a 208
(] |1a3817 10.254.17.74 10.32.17.79 TCP 1845 > 3000 [ACK] Seg=24547310 Ack=ZG6Z086100 Win=65152 Len=0 a a0
143815 10.254.17.74 10.32.17.79 TCP 1845 > 9000 [P3H, ACK] Seq=24547310 Ack=2862086100 Win=£515Z2 Len=& a 62
[ |143819 10.32.17.73 10.254.17.74 TCP 000 > 1648 [PSH, ACK] 5eq=208020865100 Ack=24547315 Win=24320 Len=15 28.512668 a &9
143820 10.254.17.74 10.32.17.79 TCP 1845 > 9000 [P5H, ACK] Seq=24547315 Ack=2862086115 Win=65137 Len=50 29.5556534 0.046166 104
(| 143821 10.32.17.73 10.254.17.74 TCP 9000 > 1648 [PSH, ACK] 5eq=2802Z086115 Ack=24547368 Win=24820 Len=2i 28.5539736 0.000962 341
143822 10.254.17.74 10.32.17.79 TCP 1845 > 9000 [ACK] S3eq=24547363 Ack=28AZ086402 Win=£4550 Len=0 29.7303385 0.170589 &0
[ |143823 10.254.17.74 10.32.17.79 TCP 1845 > 3000 [PSH, ACKE] S5eq=24547368 Ack=2862055402 Win=5dd50 Le 30.305546 0.578461 G|
[ 143824 10.32.17.79 10.254.17.74 TCP 9000 > 1843 [PEH, ACKE] Seq=2862086402 Ack=24547395 Min=24320 Leh=2 30.309283 0.000437 &
[ |143825 10.254.17.74 10.32.17.79 TCP 1545 > 3000 [ACK] Seq=245473593 Ack=I562080404 Win=04G45 Len=0 30.4953938 0.166715 )D
[ |143835 10.254.17.74 10.32.17.79 TCP 1345 > 9000 [P3H, ACE] He 4547395 Ack=2862086404 i) 4348 Len=8& 120.0913385 9. 59535 > 62
[ |143835 10.32.17.73 10.254.17.74 TCP 9000 > 1648 [PSH, ACK] Seq=20802086404 Ack=24547406 Win=24820 Len=2 120.031505 0.000420 a0
143837 10.254.17.74 10.32.17.79 TCP 1345 > 9000 [ACK] Seq=24547406 Ack=28AZ086406 Win=£4546 Len=0 120.294172 0.202367 &0
[ |144012 10.254.17.74 10.32.17.73 TCP 1848 > 3000 [PSH, ACK] Seq=24547406 Ack=2852056406 Win=64846 Len=8& 240.092305 (119.7‘98733> 62
144013 10.32.17.79 10.254.17.74 TCP 9000 > 1543 [P3H, ACKE] Seq=2862086406 Ack=24547414 WMin=24320 Len=2 240.093329 0.000424) &0
[J|144014 10.254.17.74 10.32.17.79 TCP 1848 > 8000 [ACK] Seq=2454741d Ack=286Z080405 Win=04d84d Len=0 240.280086 0.186757 &0
144031 10.254.17.74 10.32.17.79 TCP 1345 > 9000 [P5H, ACKE] Seq=24547414 Ack=28620864058 Win=564344 Len=10 258.600802 @) 64|
(| 144032 10.32.17.78 10.254.17.74 TCP 9000 > 1848 [PSH, ACE] Seq=20602080408 Ack=24547424 Win=24820 Len=2 258.601225 0.000423 &0
144033 10.254.17.74 10.32.17.79 TCP 1848 > 9000 [ACK] Seq=24547424 Ack=28AZ086410 Win=64542 Len=0 258.764722 0.163497 &0
[ |144034 10.254.17.74 10.32.17.79 TCP 1845 > 8000 [FIN, ACE] Seq=24547424 Ack=2862086410 Win=6484Z2 Len=0 281.440066 > &0
(]| 144035 10.32.17.79 10.254.17.74 TCP 9000 > 1543 [ACK] Seq=25862086410 Ack=24547425 Win=24520 Len=0 2591.440544 0.000473
[ |144035 10.32.17.78 10.254.17.74 TCP 9000 > 1848 [FIN, ACE] Seq=20862086410 Ack=24547425 Win=24820 Len=0 281.456420 0.015876
[ 144037 10.254.17.74 10.52.17.79 1345 > 9000 [ACK] Ze 4547425 Ack=28AZ05641 291. 456505 0.000085
@ ] Frame 144012 (62 bytes on wire, 62 bytes captured)
E'ﬁ]:“.t,hex:net II, Src: 00:06:5b:3b:d0:18, Dst: 00:00:0c:07;:ac:00
@ 3 Internet Protocol, Src Addr: 10.32.17.79 (10.32.17.79), Dst Addr: 10.254.17.74 (10.254.17.74)
E“ﬁTx:emsm:Lssa:Lon Control Protocol, Spc Port: 1846 (1848), Dst Port: 5000 (S000), Seq: 24547406, Ack: 2862086406, Len: §




HOP/TTL Incongruity “our own man in the middle”

Identification: Ox36co(140257D
Flags: 0x04 (Don't Fragment)
Fragment offset: O
Time to Tiwe:
Protocol @ TCP Qw0
Header checksum: Cxe3b
Source: 214.13.192.184 (2
Destination: 150.17F7.195.220
Transmission Control Protocol, Src

Identification: Gxﬂ?dfq
Flags: 0«04 (Don't Fragment k

correct]
3.192.184)
0.177.195.220)

rt: 41991 (41991), : 443 (443), Seq: O, Ack: 1454884, Len: O

Fragment offset: O Incongruent Conaruent TTL Congruent
Time to 1ive: @D €— TIL & . Fragment ID
Protocol: TCP (CwOa) Fragment 1D Frugressinn

Header checksum: Oxlc2d [correct]
Source: 214.13.192.184 (214.13.19

917, Dst Port: 443 (4437, Seq: O, Ack: 1454884, Len: O

Identification: Ox36c im
Flags: 0O=04 (Don't Fagment)
Fragment offset:

;:;:E;;I‘ﬁ;;%ai Indicates "our own man in the middle" potential
Header checksum: Oxe3bl [correct] {FirEWﬂ", Wan Dptimizer, Load Bﬂlﬂnﬂer}

Source: 214.13.192.184 (214.13.192.184)
Destination: 150.177.195.220 (150.177.195.220)
¥ Transmission Control Protocol, Src Port: 41991 (419917, Dst Port: 443 (4430, Seqg: O, Ack: 1457378, Len: © 32



TCP Data
Duplication
Details
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Significant
Data
Duplication
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Data Duplication & App Processing
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TCP — Pac
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https
41991
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https
41991
41991
https

https [
1

[PSH, ACK] Seq=1606381036 Ack=1292614730 Win=64316 Len=1380
[PSH, ACK] Seq=1606382416 Ack=1292614730 Win=64316 Len=848

[ACK] Seq=1292614730 Ack=1606375466 Win=65535 Len=0

[PSH, ACK] 5Seq=1606383264 Ack=1292614730 Win=64316 Len=1380
[PSH, ACK] Seq- 1606384644 Ack=1797614730 Win= b4jlb Lens848
1292614730 Ack=1606377960 Wi

, ACK]
, ACK]
1 seq

[PSH, ACK]
[PSH, ACK]
[PSH, ACK]
[PSH, ACK]
[PSH, ACK]
[PSH, ACK]
[PSH, ACK]
[PSH, ACK]
[PSH, ACK]

[ACK] Seq=1292614730 Ack=1606398012 Win=65535 Len=0

0606385492 Aﬁkwl£92'14;

5eq=1606
Seq=160639%
292614730 Ack:

60638549 W'

10n | E I 5H,
[ACK] Seq=1292614730 ACk+1606395518|Win=

5eq=1606395518 Ack=1292614730
Seq=1606396632 Ack=1292614730
Seq=1606398012 Ack=1292614730
Seq=1606398860 Ack=1292614730
5eq=1606400240 Ack=1292614730
Seq=1606401088 Ack=1292614730
Seq=1606402468 Ack=1292614730
Seq=1606403316 Ack=1292614730
5eq=1606404696 Ack=1292614730

'] Seq=1292614730 Ack= 1606384644 Win= 65535 Len=0
302176 Ack=1292614730 Win=64316 Len=1380
56 Ack=1292614730 Win=64316 Len=848

Last g od ACK have been

ACK] Seq 16006394404] ACk=12926147 30" Win—b45T0 L :ii[! T Y—/—— Y— |

65535 Len=0

Win=64316
Win=64316
Win=64316
Win=64316
Win=64316
Win=64316
Win=64316
Win=64316
Win=64316

Recovery

Len=1114
Len=1380
Len=848
Len=1380
Len=848
Len=1380
Len=848
Len=1380
Len=848

[PSH, ACK] Seq=1606405544 Ack=1292614730 Win=64316 Len=1380
[PSH, ACK] Seq=1606406924 Ack=1292614730 Win=64316 Len=848

[ACK] Seq=1292614730 Ack=1606400240 Win=65535 Len=0

[PSH, ACK] Seq=1606407772 Ack=1292614730 Win=64316 Len=1380
[PSH, ACK] Seq=1606409152 Ack=1292614730 Win=64316 Len=848

[ACK] Seq=1292614730 Ack=1606402468 Win=65535 Len=0

[PSH, ACK] Seq=1606410000 Ack=1292614730 Win=64316 Len=1380
[PSH, ACK] Seq=1606411380 Ack=1292614730 Win=64316 Len=848

[ACK] 5eq=1292614730 Ack=1606404696 Win=65535 Len=0

[PSH, ACK] Seq=1606412228 Ack=1292614730 Win=64316 Len=1380
[PSH, ACK] Seq=1606413608 Ack=1292614730 Win=64316 Len=848

[ACK] Seq=1292614730 Ack=1606405544 Win=64687 Len=0

<et Loss — Poor Recovery

[ACK] Seq=1292614730 Ack=1606373238 Win=65535 Len=0

Ack-SLE Hole Size
1303245196 should be 1380

)

Selective Ack Numbers
are mis-calculated

Ack-SLE

SLE-SLR hole
should

correct at 848

Nevertheless, recovery occurs
over three seconds later!

This behavior repeats
throughout the session.
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Route Changes Impact on TCP Sessions
* Instability of routing metrics

BGP Activity Summary
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SMB Response Time
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FTP Fail due to Reset

et o

=1 S —_—— v meser e swesion
s TCP Reset Aborts
FTP Prematurely
s — Before File Transfer
y Completes
~ R S S 2 SR N A B PR N WA TR L L



58) 2139

57) 2138 |

Microsoft VRTP tool runs on top of
NetMon 3.2 w/ Net 3 x

59) 2140 |
60) 2141 |
61) 2142 |
62)2143 |
63)2144 |
64) 2146 |
65)2148 |
66) 2150 |
67) 2151 |
68) 2153 |
69) 2155 |

Firewalls block access to
m.webtrends.com causing
75 second web page load

delays.

Page is not displayed until 75 second i microsot
timeout causing users of Webtrends to be

delayed significantly with no notification.
Firefox displays a "waiting for
m.webtrends.com" message.

HEEEEEEEEEEnETEn




Firewall
Ingress vs
Egress
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17218.139.161 10.212.183.156 Delta Time Rel. Time

;_I_j = 0.000000 = 0.000000
T
]* = 0.095547 = 0.095547
= 5080 [ACK] Seq=429704264 Ack=130 9 Win=65280 - = 0.000322 = 0.095369
QST facelprocessLogonAction.do HTTPM A D ,E = 0.000947 = 0.096516
5
~ 5080 = 2667 [ACK] Seq=1908548329 Ack=429705061 Win=4577 Len=0 [' = 0282319 = 0379135
-
E ﬂ TTPM 1 200 Ok [' - 0.009995 = 0.389133
e
E Continuation or non-HTTP traffic ‘I‘ = 0023412 = 0.412545
;_5 = 0.000424 = 0.412969
5
[‘ - 0.022165 = 0.435134
-
- = 0.022684 = 0457818
,;J = 0.000323 = 0.458141
5
™ 0.048567 = 0.506708
0157370 = 0664078
4.043385 = 4 707463
4 C (=42 0121925 = 4.829388
-
E 4 At I 32997628 37 827018
- Timeout -
GET faceftPrepareSearchResultsScreen. do?rdac=iu&crt=d94fb5ced423a4132e1131d26e15cd14d2 .. - - 0.002508 = 37.629524
5
- ﬂ TTPA .1 200 OK -r E 0121115 37.950639

Figure A-4: ACE Sloiw Lookup



TCP Window Chart

The figure below provides a brief snapshot of the TCP Receive Window behavior on WAPPBIO1. This was graphed
based upon the advertised window size for receiving SQL traffic (TCP 1433) for a single session. It provides a
detailed explanation to the events. The total time lapse for display are limited to 787ms in order to provide
adequate visualization of the information (i.e. limit data points)
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Figure 26: WAPPBIO| TCP Receive Window Size Behavior



HTTP Response Times

Q 3 GET requests; First URL jindex.cfm7ty=pbdetail&iid=1743 : 7 '2 1012317.21 4 011672013 18:11:05
O URL: jindex ctm?ty=pbdetail&iid=1743 Q @ 0
Q URL: jinc/SpryTabbedPanels js @ E 0
- URL: finctablesorter cas § @ 0
(= 20965177130 =--= 101231721 e 20965177130 E 101231721 0 0111612013 18:11:03
. 1042355135 =--= 101231721 41012355135 E 101231721 1 01162013 18:11:07
-~ m— - X
Conversation Statistics TCP Data
Frame # 718292195 10123.17.21 Delta Time Rel. Time Len
1574107 - SYN, = 0000000000 - 0000000000 - Fast TCP connect time.
_ Fast Ack from F5 does
1574108 < — O 3 . 0.000212000 0.000212000 78 not show true client
— — response time which is
1574109 ACK = 0.000457000 = 0.000663000 66 . .
- - why Apalytics provided
1574110 GET finclex. cim Ay=pbdetaildiid=1743 £ 0.000962000 545 Internet Monitoring.

1@ 1457453000 5425000, | 4410, 1.4 second Get

response is very slow

1579762 gD
15680769 Lq,___om of Sequence

do—do— 0 08— 0f—
| [l U

E 0160867000 = 1 619292000 1 10, \Which is why detailed
1581480 }——————Out of Sequence = 0086338000 £ 1 705630000 3 4410 platform and )
5 application analysis was
1584728 = GET finc/SpryTabbedPanels js (Out of Sequence)_{};; 3 0.349641000 = 2.055271000 :jil 595 pe rformed.
1584741 Sd———=200-OK(Outof s.gquence)———‘i E 00011670051 ZOTOHIOO e o ——m=Th e Jnd @ 3rd Gets
- - - were fast at 1
1585058 - GET fnchablesorter.css e 0.055901000 = 2112339000 K 606 s .
- millisecond proving

1585068

3 .0.00093300 E 2113272000 2 43 SOme commands are
fast.




TCP Selective Ack Analysis

| protocal | 1nfo |see | Deka

TCP mmcal > 41776 [ACK] Seq=1866688516 Ack=576305322 win=64404 Len=0 60 0.623986(
TCP mmcal > 41776 [PSH, ACK] Seq=1866688516 Ack=576305322 win=64404 Len=74 128 0.381046(
TCP mmcal > 41776 [ACK] Seq=1866688590 Ack=576305322 win=64404 Len=1380 1434 0.021214;
TCP 41776 > mmcal [ACK] Seq=576305322 Ack=1866689970 win=64155 Len=0 60 0.000037¢
TCP mmcal > 41776 [ACK] Seq=1866680070 Ack=576305322 win=64404 Len=1380 1434 0.017337¢
TCP mmcal > 41776 [ACK] Seq=1866691350 Ack=576305322 win=64404 Len=1380 1434 0.027470:
TCP 41776 > mmcal [ACK] Seq=576305322 Ack=1866692730 win=64155 Len=0 60 0.000036(
TCP mmcal > 41776 [PsSH, ACK] Seq=1866692730 Ack=576305322 win=64404 Len=957 1011 0.020272;
TCP 41776 > mmcal [ACK] Seq=576305322 Ack=1866693687 wWin=65535 Len=0 60 0.090418¢
TCP 41776 > mmcal [PSH, ACK] Seq=576305322 Ack=1866693687 win=65535 Len=74 128 1.878694;
TCP 41776 > mmcal [ACK] Seq=576305396 Ack=1866693687 win=65535 Len=1380 1434 0,000291¢
TCP 41776 > mmcal [ACK] Seq=576306776 Ack=1B66693687 win=65535 Len=1380 1434 0.000108(
TCP 417?? > mmcal [PSH, ACK] Seq=576308156 Ack=1866693687 win=65535 Len=820 874 0.000068¢

mmcal > 41776

Seq=1866693687 [Ack=576305306]win=64330 Len=0|SLE=576308156 SRE=576308076 66 0.627009¢

Seq=1866693687 Ack=576308976 WIN=63535 Len=0 | 60 0.637695"

ACK] Seq=1866993687 Ack=576308976 nN=65535 Len=74 128 0.194852)
TCP 41776 > mmcal [ACK] Seq=57630897¢ Ack=1866693761 win=65§61 Len=0 60 0.000036¢
TCP mmcal > 41776 [ACK] Seq=1866693761 Ack=576308976 win=65%§35 Len=1380 1434 0,.022488!

l. Missing data 2. Have received
beginning with these bytes
this byte

3. Retransmitted
after being ACK'd



TCP/IP
Manual
Calculations

.. | sowes [ cevrsen probocdl | 1o [see [oeka
345 TCP 41776 > vpvd [ACK] Seqe5® Ack=227822 winet4155 Lenwd 60 0. 000016600
346 Tcp vpvd > 41776 [ACK] Seqe227827 Ack=658 win«85535 Len=1380 1434 0.001855611
347 Tcp vpvd > 41776 [ACK] Seqe229202 Ack=656 win-65535 Len=1380 1434 0.000912667
348 TCP 41776 > vpvd [ACK] Seqe656 Ack=230582 win=64155 Len=0 60 0.000001669
349 cp vpvd > 41776 [ACK] 5eq=230582 Ack=658 wine=65§3% Len=1380 2434 0.001454115
350} cp vpvd > 41776 [ACK] Seqe231962 Ack=656 win=65535 Len=1380 1434 0,002013921
35 TCP 41776 > vpvd Eacn] Qsf48 =233342 win=64155 Len 60 0.000015974
352 vpvd > 41776 [ack][Seg-233342]ack=656 win-6533 5 1434 0.00120001%

41776 > vpvd [ACK) 58Q=656 ACk=234722 Winwsss3Sterme— 0. 000015974
vpvd > 41776 [ACK] Seqe242826 Ack=656 win=6353% Len«1380 0.001392126
L35
L3
‘ ]

tdentification: OxB0eS (32007)
# Flags: Ox00

241446
Fragment offset: 0 233342
Time to live: 120 8104

protocol: TCp (0x06)
Header checksum: OxBes3 [correct]
Source:
bestinzcl
= Transmission Control Protocel, Src Port: wpwd (1518), Dst Port: 41776 (41776), Seq: 241446, Ack: 656, Len: 1380
Source port: vpvd (1518)
pestination port: 41776 (41776)
sequence number: 241446 (relative sequence number)
[next sequence number: 242826 (relative sequence number)]
Acknowledgement number: 656 (relative ack rumber)
Header length: 20 bytes
® Flags: 0x10 (ACK)

| pestmanon rtocel | e |5 |oeka
TCP 41776 > vpvd [ACK] Seqet36 Ackw=227822 wine=641355 LeneD 60 0.000016690
TCP vpvd > 41776 [ACK] Seqe227822 Ack=656 win=65535 Len=1380 1434 0.001855611
Tce vpvd > 4177 }‘a] 580=229202 Ack=656 Win=65535 Len=1380 1434 0,000912667
Tcp 41776 > vpvd [ACK] Seqe656 Ack=230582 win=64155 Lens0 60 0.000001669
TcP vpvd > 41776 [ACK] Seq=230582 Ack=856 wine85535 Len=1380 1434 0.001454115
TCP vpvd > 41776 [ack] se k=656 wine653535 Len=1380 1434 0.002013921

41776 > vpvd [Ack] =656 Ack=233342 win=64155 Leén=0 60 0.000015974

Seq=656 Ack=234 na=d L 0.000015974
580=242826 ACk=656 win=65535 0.001392126

version: 4
Header length: 20 bytes

# oifferentiated services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00)
Yotal Length: 1420

1dentification: OxS0df (32091)
# FTags: Ox00 e

Fragment offset: 0
Time to Tive: 120
Protocol: TCP (Ox06)
+ Header 2

Source
pestin,

= Transmission Control Protocol, Src Port: vpvd (1518), Ost Port: 41776 (41776), Seq: 233342, Ack: 656, Len: 1380
Source port: vpvd (1518)
bestination port: 41776 (41776)

o, . | souwce | pestinston [Protoco [1nte [s [oota
345 TCP 41776 > vpvd [ACK] 5eqe656 Ack=227822 win=64155 Lens0 60 0. 000016590
346 TCP vpvd > 41776 [ACK] Seqs227822 Ack«656 win«65535 Len«1380 1434 0.001855611
347 TcP vpvd > 41776 [ACK] S€qe229202 Ack=656 win=6i535 Len=1380 1434 0.000912667
348 cP 41776 > vpvd [ACK] 56Q-656 Ack=2303582 wine64155 Lens0 £0 0. 000001660
349 TCP vpvd > 41776 [ACK] Seq=230582 Ack=656 wins65535 Lens1380 1434 0001454115
350 580231962 Ack=856 win=65535 Len«1380 1434 0002013921
in Seqe656 Ack=233342 wine64155 Len=0 0. 000015974
352 Seq-233342 Ack=656 wine65535 Len=1380 0. 001200915
§ > vpvd ] 50q-656 Ack=234722 Win=05535 L&l 0 0. 000015
vpvd > 41776 Seqe242826 Ack«£56 win«6553% Lens=1380 0.001392126
357
[___359]
36
. |

version: 4
Header length: 20 bytes
s pifferentiated services Field: 0x00 (DSCP Ox00: Default; ECN: Ox00)

Total Length: 1420 s 1380 (MSS)
[xdent¥ficaton: Ox80es (32997 Missing Packets x
% Flags: Ox00 6900

Fragrent offset
Time vo Tive: 120
Protocol: TCP (0x06)
# Header checksum: Ox8e$3 [correct]
Source:
Dest'ml
= Transmission Control Protocol, sSrc Port: vpvd (1518), DSt Port: 41776 (41776), Seq: 241446, Ack: 656, Len: 1380
Source port: vpvd (1518)

pestination port: 41776 (41776)
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Wyse Terminal Boot Dependencies & Sequence Steps

Time Step

1. How Citrix e
WyS e Te r m | n a | S 0 Seconds ARP (ARPs continue every 60 seconds regardless of usage)
BO Ot I n t h e 14 Seconds FTP 10 Files downloaded.
. .035 Seconds DNS
Client .
econds HTTP to PNAgent (Cl Prod Desktop)

Environment 5 Second Citrix 2598 to 10.87.135.40

184 Seconds  Session init / including unknown user wait time going to Swat Desktop

The steps outlined and the 1.35Second  Citrix 2598 to 10.87.135.100
timings of each step. This
helps you understand so you
can troubleshoot a problem
with a step.

209 Seconds  Begin Swat Session

Citrix Prod Session Citllix Swat Session

0s 60s 80s 100s 1205 140s

Graphs
(Grapn a] color Filttr: tcp %4 tcp port=-2598 && ipaddr=-1087.135.100 Citrix Swat Session
Graph 2 Cclcr:FjIle-rl._‘- bootp
@ :Filter:\. ftp or fip-data
(Graph 4] Color Fiter:| http && ip.addr==109013847HTTP to PNAgent 10.90.188.47
@ (Filter tcp.port==1494 or tep.port==2598 && ipaddr==10.87.13540 Citrix Prod Session



1al How Citrix Wyse
Terminals Boot in the
Client Environment
Packet by packet.

Here are the packets that go along with the
chart and the step in the previous slide.

| am going over the boot sequence and the wnos.ini syntax and steps.

%Port DPort Delta Info
1888 21 0.000000000 Request: RETR
21 1888 0.120464000 Response: 226
1890 21 0.315813000 Request: RETR

21 1890 0.397271000 Response: 226
21 1892 0.237616000 Response: 550
21 1892 0.040189000 Response: 550

1892 21 0.080649000 Request: RETR
21 1892 0.040099000 Response: 550
1894 21 0.365319000 Request: RETR

21 1896 0.323543000 Response: 550
21 1896 0.051542000 Response: 550

1896 21 0.079659000 Request: RETR
21 1896 0.040168000 Response: 550
1898 21 0.362522000 Request: RETR

21 1900 0.456472000 Response: 550
21 1900 0.040086000 Response: 550
1900 21 0.080517000 Request: RETR
21 1900 0.040553000 Response: 550
1902 21 0.363657000 Request: RETR

21 1905 7.813462000 Response: 550 /wnos/ini/ibm4dean.ini: The system cannot find the file specified.
21 1905 0.040399000 Response: 550 /wnos/ini/ibmddean.ini: The system cannot find the file specified.

1905 21 0.082139000 Request: RETR /wnos/ini/ibmddean.ini
21 1905 0.041633000 Response: 550 /wnos/ini/ibmddean.ini e system cannot find the file specified.
1908 80 0.078775000 GET /Citrix/PNAgent/config.xm]l HTTP/1.

/wnos /wnos. ini

Transfer complete. o

/wnos/bitmap/aig. jpg

Transfer complete.

/wnos /inc/008064b554f6.ini: The system cannot find the file specified.
/wnos/inc/008064b554f6. ini: The system cannot find the file specified.
/wnos /i nc/003064b554fﬁé

/wnos /inc/008064b554f6. : The system cannot find the file specified.

/wnos /wnos. ini

/wnos /DOVE_wnos
/wnos /DOVE_wnos
/wnos /DOVE_wnos

/wnos /DOVE_wnos :

/wnos /DOVE_boot

/wnos/T10_EC.bin: The system cannot find the file specified.
/wnos/T10_EC.bin: The system cannot find the file specified.
/wnos/T10_EC.bin 55

/wnos /T10_eC. bi

/wnos/bitmap/aigwall. j
P L 1902 0.523169000 Response: 226 Transfer complete.

80 1908 0.132295000 HTTP/1.1 200 OK

1909 80 0.043803000 POST /Citrix/PNAgent/enum.aspx HTTP/1 application/x-www-form-urlencoded)
80 1909 0.081499000 HTTP/1.1 500 Internal Server Error
21 1910 8.270693000 Response: 550 /wnos/ini/seguy.ini: The system cannot find the file specified.
21 1910 0.047001000 Response: 550 /wnos/ini/seguy.ini: The system cannot find the file specified.

1910 21 0.088183000 Request: RETR /wnos/ini/seguy.ini
21 1910 0.039510000 Response: 550 /wnos/ini/seguy.ini e system cannot find the file specified.

1912 80 0.041289000 GET /citrix/PNAgent/config.xml HTTP/1.1
80 1912 0.136985000 HTTP/1.1 200 OK

1913 80 0.040735000 POST /Citrix/PNAgent/enum.aspx HTTP/1.1 plication/x-www-form-urlencoded)
80 1913 0.768234000 HTTP/1.1 200 OK @U

1914 80 0.043929000 POST /Citrix/PNAgent/enum.aspx HTTP/1.1 (application/x-www-form-urlencoded)
80 1914 0.649091000 HTTP/1.1 200 OK @

1914 80 0.000814000 POST /Citrix/PNAgent/enum.aspx HTTP/1.1 pplication/x-www-form-urlencoded)
80 1914 0.735763000 HTTP/1.1 200 OK é

1915 80 0.041257000 POST /Citrix/PNAgent/reconnect.aspx HTTP/1. application/x-www-form-urlencoded)

80 1915 0.280256000 HTTP/1.1 200 OK

1916 80 10.256549000 POST /citrix/PNAgent/launch.aspx HTTP/1. application/x-www-form-urlencoded)
80 1916 0.632493000 HTTP/1.1 200 OK (application/x-ica)  § _

: The system cannot find the file specified.
: The s cannot find the file specified.

The system cannot find the file specified.

system cannot find the file specified.




DHCP & NTP (Network Time)

| no. [sta... Src. Addr Dst. addr | Len | Frotocol Summary Rel. Time Delta Time abs. Time
1 .1 0.0.0.0 255.255.255. 255 342 DHCF DHCF = T IP Ox7Le33d 0.000000000 0.000000000| 2014-05-02 17:10:22.£648277000|
o 10.84. 162.1 10.24.162.247 376 DHCP  DHCP Offer - Transsction ID Ox7fe33das 1050581000 1.050581000 2014-05-02 17:10: 23, £90858000
4 0.0.0.0 255.255.255.155 366 DHCF DHCF Request = Transaction ID Ox7Le33dad 1.055552000 0.004%71000| 2014-05-02 17:10:23.7035829000|
s 10.84.162.1 10.84.162.247 376  DHCP  DHCP ACK - Transaction ID (x7fe33daé 1.228133000 0.172581000 2014-05-02 17:10:23. 876410000
E 10.57.254. o WTF client 5. 193906000 7. 965773000 2014-05-02

1

2. How Citrix Wyse
Terminals Boot in the
Client Environment

DHCP and NTP steps

¥
Boot file name not given
Magic cookie: DHCP
Option: (t=53,l=1) DHCP Msssage Typse = DHCP ACK
Option: (53) DHCF Message Type
Length: 1
Value: 05
Option: (t=54,1=4) DHCP Server Identifier -_
Option: (54) DHCPF Serwver Identifier
Length: 4
Value: Dafle@0d
Oprion: (t=51,1=4) IF Address Lease Time = 1 hour
Optien: (51) IP Address Lease Time
Length: 4
Value: 00000eld
Oprion: {t=1,1=4) Subnet Mask = Z55.255.255.0
Option: (1) Subnet Mask
Length: 4
Value: EELEELEOD
Option: (t=3,1=4) Router = 10.84.182.1
Option: (3) Router
Length: 4
Value: Da53a201
cpion: (coe,1-10) [NRRNASREE
Option: (€) Domain Name Server
Length: 1€
Value: Daafab0fOaafac0faTeET44baT=ET428
IP Address: 10.175.171.15
IF Address: 10.175.172.15
IP Address: 167.230.115.75

IP Address: 1€7.230.11£.41
Oprion: (t=15,1=18) Domain Name = _
Oprion: (15) Domain Name
Length: 18
Value: T72312dE3EETZES2eTZ312eE1lESET2oE=E5TE
Oprion: (t=44,1=1&) NetBIOS owver TCP/IP Name Server
Oprion: (44) NetBIOS over TCP/IF Name Server
Length: 1€
Value: ODaafabObOaafacObaTe&8Z8daTeE8Z8E
IP Address: 10.175.171.11
IPF Address: 10.175.172.11
IP Address: 1£7.230.130.141
IPF Address: 1€7.230.130.143

0000000000000 0 0000000000000 RRRRRRRRRRRRRRROIRIRIROSRSDS

3die3:7f  Broadcast 3 62. 24 uest 1.235674000 0.007541000
Ol Uyse _3d:e3:7f [Broadcast €0  ARP  |Who has 10.84.162.17 Tell 10.34.1?__243 Def Gatewsdo00 0.511172000
e 7c:85:£3:berdei £8 (Uyse _3d:e3:7f &o|  amp 10.84.162.1 is at Te:95:€3:bordezgst M1 et Gateway,occooo 0.003253000

J. Frame %98: 90 bytes on wire (720 bits), S0 bytes captured (720 bits)
-l Ethernet IT, Src: 7c:85:f3:be:de:f8 (Tc:95:£3:borde:ff), Dst: Wyse _3d:e3:7f (00:80:£4:3d:e3:7f)
). Internet Protocol, Scc: 10.97.254.& (10.97.254.&), Dsc: 10.84.182.247 (10.84.162.247)
¢ User Datagram Protocol, Ske Porc: nep (123), Dec Porc: 4864 (48£4)
“J. Wetwork Time Protocol

® Flags: Oxlc

®  0D.. . = Leap Indicater: no warning (0)

L .01 1 = Version mumber: NTP Version 3 (3}

®  .... .100 = Mode: server (4)

® Peer Clock Stratum: secondary reference (2)

® Peer Polling Interval: invalid (D)

o-&-6-E-|




3. How Citrix Wyse
Terminals Boot in the
Client Environment

FTP steps

Severity | Description | Client | Server fssues |  LastUpdate Time
[*] B 10.84,162.247 <--> vdei.chartisinsurance.net. Status: Download in prograss W 10.84.162.247 B vdci.chartisinsurance.net 0 05/02/2014 17:10:25
(=] ~Get: fwmos/wnes.ii. Status : Downlead nprogress F TP Fil@s® ws4.162247 {E vdci.chartisinsurance.net 0 05/02/2014 17:10:25
-t B 10.84,162.247 <--> vdoi.chartisnsuranca.nat. Status: Download complata W 10.84.162.247 |E vdci.chartisinsuranca.nat 1} 05/02/2014 17:10:26
- - Get: fwnas bitmap/aig. jpg. Status : Download complete & 10.84.162.247 (B vaci.chartisinsurance.net 0 05/02/2014 17:10:26
[ B 10.84.162.247 <--> vdci.chartisinsurance.net. Status: Download complate Q 10.84.162.247 |E vdci.chartisinsurance.net a 05/02/2014 17:10:27
(=] —Get: fwnos/bitmap/aigwall. jpg. Status : Download complets W 10.84.162.247 (B vdci.chartisinsurance.net 0 05/02/2014 17:10:27
- B 10.84.162.247 <--> vdci.chartisinsurance.net. Status: Download complete @, 10.84.162.247 IE vidci.chartisinsurance.net 0 05/02/2014 17:10:28
- -~ Gat: fwnos/bitmap/aigwall. jpg. Status : Download complata g 10.84.162.247 |E vdci.chartisinsurance.nat 1] 05/02/2014 17:10:28
- B 10.84.162.247 <> vdei.chartisnsurance.net. Status: Download complets W 10.84.162.247 (B vdci.chartisinsurance.nat 0 05/02/2014 17:10:28
- - Get: fwnos/inc/0080643de37f.ini. Status : Download complete W 10.84.162.247 |E vdci.chartisinsurance.net a 05/02/2014 17:10:28
(s E 10.84,162.247 <--> vdci.chartisinsurance.net. Status: Download complete W 10.84.162.247 |E vdci.chartisinsurance.net o 05/02/2014 17:10:29
< ~ Get: fwnos/wnos.ini. Status : Download complete W 10.84.162.247 B vci.chartisinsurance.net 0 05/02/2014 17:10:29
[=] B 10.84,162.247 <--> vdcl.chartisinsurance.nat. Status: Download in progress '-_"J, 10.84.162.247 IE vdci.chartisinsurance.net a 05/02/2014 17:10:30
@ —Get: fwnos/ML10_wnos, Status : Download n progress © 10.84.162.247 |E vdci.chartisinsurance.net 1] 05/02/2014 17:10:30
@ B 10.84.162.247 <--> vdci.chartisinsurance.net. Status: Download complete E‘. 10.94.162.247 E vidci.chartisinsurance.net Q 05/02/2014 17:10:31
- "~ Gat: fwnosML10_bios.bin. Status : Download complate W 10.84.162.247 |E vdci.chartisinsurance.nat 0 05/02/2014 17:10:31
@ B 10.84.162.247 <—> vdei.chartisnsurance.net. Status: Download in progress W 10.84.162.247 IE vdcichartisimsurance.net 0 05/02/2014 17:10:39
- " Get: fwnos/inifjlloyd.ini. Status : Download in progress & 10.84.162.247 |E vdci.chartisinsurance.net 0 05/02/2014 17:10:39
- 7 <--> vdcl.chartisinsurance.net. Status: Download ¢ ® 10.84.162.247 g [1} 05/02/2014 17:10:40)
- ~—Get: fwnos/inifjlloyd.ini. Status : Download complete W 10.84.162.247 (B vdci.chartisinsurance.net 0 05/02/2014 17:10:40
Conversation | Statistics | TCP Data |
Frame # | 10.84.162.247 | vdcl.chartisinsurance.net | Delta Time | Rel. Time Len |
.J]
1032 0.000000000 - 0.000000000 3
1037 ;4 0.071950000 - 0.071950000
10338 -'f_ 0,000081000 0.072031000
1039 5 E 0.072321000 3 0.144352000 3 81
1040 0,000011000 0.144363000 114
1041 0,000133000 - 0.144501000 70
1042 0,072235000 ] 0.216736000 126
1043 0,000011000 - 0216747000 76
1044 0,072463000 ] 0.289210000 8s
1045 - 0000094000 - 0. 266304000 62
1046 E 0,072213000 E 0.361517000 74
Frame # | 10.84.162.247 [ ftwpsinc2.aig.com | Delta Time Rel. Time Len
1062 Standard Query: wdci.chartisinsurance.ne z 0.000000000 0.000000000 E 85
1063 -r E 0.035079000 E 0.035079000 3 101




4. How Citrix Wyse
Terminals Boot in the
Client Environment

HTTP
< ® GET [Citrix/Pragent/config.xmi & 10.84.162.247 IE vdcichartisinsurance net 0 05/02/2014 17:10:40
Steps ) ® POST /Citrix/PNAgent/enum. aspx W 10.84.162.247 (B vdcichartisinsurance.net 0 05/02/2014 17:10:42
- B POST [Citrix/PNAgent/reconnect. aspx W 10.84.162.247 IE vdci.chartisinsurance.net 0 05/02/2014 17:10:43
[ ® POST [Citrix/PNAgent/launch.aspx http CI Prod Desktop W 10.84.162.247 I vdci.chartisinsurance.net o 05,/02/2014 17:10:45
- POST [Citrix/Piagent/launch. asp W 10.84.162.247 12 vdcl.chartisinsurance.net 05/02/2014 17:13:51

Conversation | statistics | TCP Data |

Frame # | 10.84.162.247 | vdei.chartisinsurance.net | Delta Time | Rel. Time | Len

o3 O 0000000000 0000000000 - 60
2094 -~ po7oassooo] - 00708850000 60
2095 - 0000005000 |- 0070300000 |- 60
2096 ~ opooss7o00, |- D.o70s47000) | g g78
2100 § 13525660000 - 1.423533000 1486
2102 0002941000 | 1.426474000 60
2103 - 0089651000 |- 1496125000 60
2104 0000004000 1496129000 60
2105 00000780000 |- 1496207000 60




1. Citrix Session Abort
Signature

“Chernobyl Packet”

The packet that evidenced a problem on a
Citrix server. This pattern was used as a
signature on the Infinistream Sniffers to
find these problems until they were
remediated.

Prior to this users were stuck in this cycle
for hours.

Executive Summary Opinion

Citrix Chernobyl Packet causes Citrix sessions to abort repeatedly causing users to wait sometimes hours to attain a session.
Citrix Sessions aborting at the same place, same data packet during a new session setup.

Appears as we've found what we call a “Chernobyl Packet” as when it is received the receiver melts down sending a TCP FIN and we have 9 instances of this on server
10.87.32.12 repeatedly. The user looks like they recover when another server is provided 10.87.133.187 after 35 minutes and 9 previous unsuccessful attempts.

This could be caused by the server sending the bad data, or potentially (not for sure!) the WAAS device mis-reconstituting the packet that was optimized across the network...
not changing it back to its original condition. We will need to do a capture at the server as it leaves the server but before the WAAS to compare the packet... to see if this might
be the cause.

It may be this particular server 10.87.32.12 or a group of servers are affected. The HTTP process selects and assigns the servers to the Terminals.

Or, we can try turning off Citrix WAAS optimization and see if the symptoms disappear.

If that is not the cause, we will need Citrix to see if they are sending the Chernobyl data.

Citrix packet formats are proprietary, which means they charge for them to be “decoded” by analyzers. One Analyzer has a partial decode of Citrix and you can see that the last
command before the FIN event is decoded as a “host connect packet” after which the FIN is sent and the session is dead. It is a packet that occurs about 200 packets into the

new session.
M Wireshark [0 Graphs: TMette.pcap — ! [ g — _:-.‘ t,_ _7 = [
[ | | — 200
|
Repeated FIN's of Citrix Sessions forcing
client Terminal to Reboot until it works...
Same 10 Byte data packet each time...
I-100
[
|
. | . | o o ] ata
T —— e P T g
Os 20s 40s 60s 80s 100s 120s 140s 160s 180s 200s 220s 240s 260s 280s 300s
<] 1 »
Graphs X Axis
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(0\0! Filter: bootp Style: Dot EI [] Smooth || Pixels per tick 5
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(Graph 4] Color [Fitter:| http &8 ip.addr==10.90.188.47 Stle: Dot | = |1 Smootn || Bt
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2. Citrix Session Abort
Signhature “Chernoby!

Packet”

Signature details to use to build a filter to

find these complex problems.

This allowed rapid remediation until a
solution could be found to fix the problem.

(M ™Mettepcap [Wireshark 1106 (/1106 from master-110] W . . . S .

File Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help
CeANE BREXR AP TF L QAQAn $0%% 8

Filter: ‘datadam == 04:04:00:00:00:04:03:00:00:00 E! Expression... Clear Apply Save

ReiTime DeltaT Source TTL--> F#Ack WinVal B-Flight Len RTT Window size value HTTP Time  SPort DPort No. Destination  Info

40.505201 0. 000000 10.87.132.12 124 1349 64345 23 10 0. 000267000 64345 2598 3642 1350 10.84.162.216 2598 > 3642 [PSH, ACK] Seqe18502 Ack=3048 Win=64345 Len=10
101.650919  61.145718  10.87.132.12 124 2689 64484 32 10 0. 000980000 64484 2598 3669 2690  10.84.162.216 2598 > 3669 [PSH, ACK] Sequ18476 Ack=2930 Win=64434 Len=10
188. 930525 87.279606  10.87.132.12 124 4020 64481 2 10 0.000913000 64481 2598 3696 4021  10.84.162.216 2598 > 3696 [PSH, ACK] Seqe1B434 Acke=2915 Win=64451 Len=10
248.033401  59.102876  10.87.132.12 124 5367 64363 32 10 0. 000517000 64363 2598 3723 5368  10.84.162.216 2598 > 3723 [PSH, ACK] Seqe19024 Ack=3036 Win=64363 Len=10
327.969961  79.936560  10.87.132.12 124 6618 64332 23 10 0. 000559000 64332 2598 3748 6619  10.84.162.216 2598 > 3748 [PSH, ACK] Seqe1B4B7 Ack=3070 Win=64332 Len=10
1415.407406  87.437445  10.87.132.12 124 7934 63129 23 10 0. 000221000 63129 2598 3775 7935 10.84.162.216 2598 > 3775 [PSH, ACK] Seqe1B436 Ack=2829 Win=63129 Len=10
100.308880  684.901474  10.87.132.12 124 9265 64457 2 10 0. 000610000 64457 2598 3802 9266  10.84.162.216 2598 > 3302 [PSH, ACK] Seqe1B912 Ack=2935 Win=64457 Len=10
697.411237  597.102357  10.87.132.12 124 10575 63199 32 10 0. 004580000 63199 2598 3829 10576  10.84.162.216 2598 > 3829 [PSH, ACK] Seqe1B479 Ack=2759 Win=63199 Len=10
072.647551  375.236314  10.87.132.12 124 11918 64448 2 10 0. 000492000 3856 11919  10.84.162.216 2598 > 3856 [PSH, ACK] Seqe1B495 Ack=2963 Win=64448 Len=10

64443 2598
I "Chernobyl” Packet kills session
every time'at the same plac

0 (00;
802.1Q Virtual LAN, PRI: 3, CFI: O, ID: 1024 It comes from the server and the
Internet Protocol Version 4, Src: 10.87.132.12 (10.87.132.12), Dst: 10.84.162.216 (10.84.162.216) terminal can't recover from having
Transmission Control Protocal, Src Port: 2598 (2598), Dst Port: 3748 (3748), Seq: 18487, Ack: 3070, Len: 10 P
o receiving the packet.

Data: 04040000000403000000

[Length: 10} Every failing session has this 10
bytes of data as its last data before
the session

00 00 04 04 00 00 00

Ml ™Vettepcap Wiresherk 1106 (v1.106 from master-1.10)] - ESNER X
|

10:06:40.963235 21.305188 10.87.132.12 10.84.162.216 124 2598 3748 Ox0018 6619 661

0x4675 (18037)

Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help Client Terminal FIN's
e AN d BEEX2 AeeT2 Bl aaan a@mE B Forcing Quit... but likely
- El " a - — due to what the Server
- = pl
ilter: Expression. lear pply sent!
Arrival Time  Time Source Destination TTL--> SPort DPort Flags No. F#Ack Identification Seq# Len ACK# RTT DeltaT WinVal B-Flight Info
10:06:40. 367579 20.709532 10.87.132.12 10.84.162.216 124 2598 3748 Ox0018 6605 Ox45e8 (17896) 18196 161 3015 0.009684 64387 3080 citriximaclient > ata ACK] Seq=18196 Ack=3015 Win=64387 Len=161[Unreassembled Pac
10:06:40.404771 20.746724 10.84.162.216 10.87.132.12 25 3748 2598 O0x0010 6606 6601 Ox0ldS (469) 3015 © 15286 0.078550000 0.037192 65535 webdata > citriximjclient Seq=3015 Ack=15286 Win=65535 Len=0
10:06:40.424874 20.766827 10.84.162.216 10.87.132.12 25 3748 2598 Ox0018 6607 Ox01d6 (470) 3015 13 15286 0.020103 65535 13 webdata > citriximilient ACK] Seqe3015 Ack=15286 Win=65535 Len=13
10:06:40.430355 20.772308 10.84.162.216 10.87.132.12 25 3748 2598 O0x0010 6608 6604 Ox01d7 (471) 3028 © 18196 0.072460000 0.005481 64752 webdata > citriximaflient Seq=3028 Ack=15196 Win=64752 Lens=0
10:06:40.524980 20.866933 10.84.162.216 10.87.132.12 25 3748 2598 O0x0018 6609 6605 Ox01d8 (472) 3028 14 18357 0.157401000 0.094625 65535 27 webdata > citriximadjient ACK] Seq=3028 Ack=18357 Win=65535 Len=14
10:06:40.525176 20.867129 10.87.132.12 10.84.162.216 124 2598 3748 Ox0010 6610 6609 Ox4614 (17940) 18357 O 3042 0.000196000 0.000196 64360 citriximaclient > welidata Seq=18357 Ack=3042 Win=64360 Len=0
10:06:40. 624836 20.966789 10.84.162.216 10.87.132.12 25 3748 2598 Ox0018 6611 0x01d9 (473) 3042 12 18357 0.099660 65535 12 webdata > citriximacTjent ACK] Seq=3042 Ack=18357 Win=65535 Len=12
10:06:40. 714651 21.056604 10.87.132.12 10.84.162.216 124 2598 3748 Ox0018 6612 6611 Ox4640 (17984) 18357 98 3054 0.089815000 0.089815 64348 98 citriximaclient > webdata ACK] 5eq=18357 Ack=3054 Win=64348 Len=98[Unreassembled Pach
10:06:40. 804716 21.146669 10.84.162.216 10.87.132.12 5 3748 2598 Ox0010 6613 6612 OxOlda (474) 3054 o 18455 0.090065000 0.090065 65535 webdata > citriximaclignt Seq=3054 Ack=18455 Win=65535 Len=0
10:06:40, 835336 21.177289 10.87.132.12 10.84.162.216 124 2598 3748 Ox0018 6614 Ox465d (18011) 18455 9 3054 0.030620 64348 9 citriximaclient > webdia ACK] Seq=18455 Ack=3054 Win=64348 Len=9
10:06:40, 886425 21.228378 10.87.132.12 10.84.162.216 124 2598 3748 Ox0018 6615 0x4666 (18022) 1B464 1 054 last ack 0.051089 6a3as 19 citriximaclient > webd ACK] Seqe1B464 Ack=3054 Win=64348 Len=10
10:06:40.960424 21.302377 10.84.162.216 10.87.132.12 2§ 3748 2598 Ox0018 6616 6615  Ox01db (475) 3054 11 74 0.073999000 0.073999 65535 11 webdata > citriximaclie ACK] Seqm=3054 Ack=18474 Win=65535 Len=11 7S
10:06:40. 961246 21.303199 10.87.132.12 10.84.162.216 124 2598 3748 Ox0018 6617 6616 Ox4674 (13036) 18474 13 3065 0.000822000 0.000822 64337 13 citriximaclient > webdatl ACK] Seq=1B474 Ack=3065 Win=64337 Len=13 Win
10:06:40. 962676 21.304629 10.84.162.216 10.87.132.12 25 3748 2598 Ox0018 6618 Ox0ldc (476) 3065 5 18474 0.001430 65535 5 webdata > citriximaclient] ACK] Seq=3065 Ack=18474 win=65535 Len=5 open

18487 10 3070 0.000559000 0.000559 64332 23 citriximaclient > webdata¥p ACK] Seq=1B487 Ack=3070 Win=64332 Len=10

10:06:41.054445 21.396398 10.87.132.12 10.84.162.216 124 3748 Ox0010 O0x4689 (18057) 18497 3071 0.000167 64332 citriximaclient > webdata q=18497 Ack=3071 Win=64332 Len=0

‘ mn ]

@ Frame 6619: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
@ Ethernet IT, Src: Cisco_14:c4:40 (00:18:74:14:c4:40), Dst: Cisco_ch:
¥ 802.1Q Virtual LAN, PRI: 3, CFL: 0, ID: 1024
# Internet Protocol Version 4, Src: 10.87.132.12 (10.87.132.12), Dst: 10.84.162.216 (10.84.162.216)
% Transmission Control Protocol, Src Port: citriximaclient (2598), Dst Port: webdata (3748), Seq: 18487, Ack: 3070, Len: 10

140 (00:1c:b0:chieD:40)

ey ey —
Data: 04040000000403000000

Chernobvl Data



3. Citrix Session Abort

Seve... | ¥ Description | Client | Server Issues
. (o (=] 10.84.162.216 <--> 10.87.132.12. Last command: client->host connect packet E 10.84.162.216 IE 10.87.132.12 0
S I n at u re ‘ h e r n O b | @ 10.84.162.216 <--> 10.87.132.12. Last command: client->host connect packet i 10.84.162.216 E 10.87.132.12 0
] 10.84.162.216 <--> 10.87.132.12, Last command: client->host connect packet i 10.84.162.216 E 1087.132.12 0
- 10.84.162.216 <--> 10.87.132.12. Last command: client->host connect packet i 10.84.162.216 E 1087.132.12 0
7 [ 10.84.162.216 <--> 10.87.132.12, Last command: client->host connect packet “10.84.162.216 E 10.87.132.12 0
a C ( ] 10.84.162.216 <--> 10.87.132.12, Last command: client->host connect packet id 10.84.162.216 E 1087.132.12 0
[ 10.84.162.216 <--> 10.87.132.12. Last command: client->host connect packet & 10.84.162.216 [E 10.87.132.12 0
. =) 10.84.162.216 <--> 10.87.132.12, Last command: client->host connect packet  10.84.162.216 E 1087.132.12 0
More patte rn details. - 10.84.162.216 <--> 10.87.132.12. Last command: ™ 10.84.162.216 12 10.87.132.12 0
- 10.84,162.216 <--> 10,87,133,187, Last command: c->h stop sendlng screen data Q 10.84,162.216 IE 10,87,133.187 25
Conversation | statistics | TCP Data
Frame # 10.84.162.216 10.87.132.12 | Delta Time | Rel, Time | Len

£ 0,031850000 = 8,488448000 z 88

£ 0,060254000 - 8,548702000 £ 74

= 0.064746000 - 8,613448000 = 128

11912 h start sending and redisplz E 0,07 1427000 = 8,664875000 = 72

11914 © 00e83S2000 - 87532000 69

11915 eyhoard data (short) £ 0.002361000 - 5.7555688000 = 74

11917 = 0,000662000 - 8,756257000 - 75

11918 £ 0.001550000 = 8.757807000 = 68

11919 ~ 00004920000 - 8758299000 72

11920 E 0.090656000 = 8,848955000 = 68

11921 - 0,000157000 - 8,849112000 E 68

11922 i £ 0,000013000 = 8,840125000 - 68

-




Evidence of 30
second delay for
file access causing
severe user
Impact.

The test showed that regardless
of the Network share accessed,
it took 30 seconds to open and

start to read a file, or save a file.

AppSense changes stopped the
problem, and a work around for
AppSense functions dependent
upon the old configuration
were found.

File access request delays at the Citrix server (The NetApp Filer responds rapidly) or a very odd yet unseen internal
Citrix/Microsoft/McAfee/AppSense or Authentication issue exists causing users to experience very slow access to files. As you can see the
slowdown manifests as a 30 second delay which is eliminated when AppSense Application Manager is disabled. The test below was performed by
a user saving a blank WINWORD document to each of their mapped drives one by one. The red humbers on the left calculate how many packets
traverse the network during the save from all other traffic. The yellow highlighted humbers are the amount of time that it took to perform the
save. The orange highlight is the file name which was changed accordingly for each mapped drive by its drive letter.

The most odd thing is that the delay is right at 30 seconds, repeatedly in all but a couple of examples. Thatis a huge hint for the software vendors
to consider what pacing elements are timed at 30 second intervals.

Since the problem is eliminated when AppSense App Manager is disabled although not completely impossible, it is highly likely AppSense is
responsible for the delay.

Destination

MuxID

PID

Tree ID

Info

Request,

: “~WRDODOZ2.tmp, New Name: “HDRIVE.

DeltaT

SMB Cmd

File Name

\HDRIVE. doc

-1No.
-6 180214
3876 184090
1 184091
-825 184916
1184917
4204 189121
-1 189122
-793 189915
-1 189916
3790 193706
1193707
2313 196020
1 196021
3498 199519
-1 199520
-1144 200664
-1 200665
-11230 211895
-1 211896
-917 212813
-23 212836
-3539 216375
-1 216376
-1213 217589
-1 217590
-3028 220618
-1 220619
1523 223142
1223143
3142 226285
1 226286
2285 228571
1 228572

.131.
. 247,
.131.
.247.
.131.
. 247,
.131.
7.247
7.131.
7.247
7.131.
.247.
.131.
.247.
.131.
. 247,
.131.
. 247,
.131.

FoRa R R

WL

24

ot
Wk

N N ]
Wb owhwh

62273
43392
43392
43777
43777
14915
14915
15360
15360
63937
63937
64387
64387
33089
33089
33411
33411
45762
45762
46210
46210
12933
12933
36933
36933
15297
15297
15745
15745
52674
52674
53184
53184

65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279
65279

Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename

Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response
Request,
Response

0ld

0ld

0ld

0ld

old

0ld

0ld

0ld

old

0ld

old

01d

0ld

0ld

Name:

Name:

Name:

Name:

Name:

Name:

Name:

Name:

Mame:

Name:

Name:

Name:

Mame:

Name:

Name:

Name:

“KDRIVE.doc, Mew Name: “~WRLOOOS.
Y~WRDOOO4. tmp, New Name: “KDRIVE.
“LDRIVE.doc, New Name: “~WRL3545.
“~WRD3533.tmp, Mew Name: “LDRIVE.
“LDRIVE.doc, Mew Name: ““~WRL2094.
“~WRD2079.tmp, Mew Name: “LDRIVE.
“MDRIVE.doc, New Name: “~WRL2B73.
“~WRD2865.tmp, Mew Name: “MDRIVE.

\RORIVE.doc, MNew Name: \~WRL2428.

\~WRD2346. tmp,

“application data'MicrosoftiwWord',
“application data'MicrosoftiwWord',

\QDRIVE.doc, MNew Name: \~WRL3178.

\~WRD3158. tmp,

%SDRIVE.doc, Mew Name: “~WRL3187.

%~WRD3175.tmp, New Name: “SDRIVE.

New Name: “RDRIVE.

New Name: “QDRIVE.

~WRA

~WRL

tmp

=] =1

e

37.

e

30.

4

29.

4

30.

4

22.
. 000726
30.
- 068009
50.
.015212
30.
. 603608
35.
. 000418
30.
. 007574
17.
- 001410
30.
. 049242
i7.

=]

[=}

[=}

.

=1

=1

[=}

30.

.123625
20.
. 001336
ZaN

795857

993186
035802
538494
000911
004894
045083
691661
000725
011595
045645
207832

000392

321741

008077

977174

623213

894330

008619

436657

000642

012253
047556

Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename
Rename

HORIVE. doc
\~WRLOOOS. tmp
\~WRLODOS . tmp
% KDRIVE. doc
“ KDRIVE. doc
\~WRL3545. tmp
\~WRL3545. tmp
% LDRIVE. doc
% LDRIVE. doc
\~WRL2094. tmp
\~WRL2094. tmp
% LDRIVE. doc
4 LDRIVE.doc
\~WRL2B73. tmp
\~WRL2873. tmp
“MDRIVE. doc
“MDRIVE. doc
\~WRL2428. tmp
\~WRL2428. tmp
RDRIVE. doc
“RDRIVE.doc
“application d
“application d
“application d
“application d
\~WRL3178. tmp
\~WRL3I17E. tmp
“QDRIVE.doc
“QDRIVE. doc
\~WRL3I1E7. tmp
\~WRL3187.tmp
% SDRIVE. doc
% SDRIVE. doc



Saeve... | Description | Cliant | Server Issues
@ POST [Citrix/PNAgent/reconnect. aspx »__:j 10.90.36.87 [E vdci.chartisinsurancea.net o]
- POST [Citrix/PNAgent/launch.aspx; Last error: Internal Server Error ® vdci.chartisinsurance.net 2 10,90.7.29 1
@ POST [Citrix/PNAgent/launch.aspx; Last error: Internal Server Error -__;j 10.22.250.10 [E vdci.chartisinsuranca.net 1
[=] GET /Citrix/PNAgent/config.xml -__:ﬁ 10.90.36.87 [E vdci.chartisinsurance.net [u]
C . . . @ GET /Citrix/PNAgent/config.xml -__:ﬁ vdci.chartisinsurance.net [E 10.90.7.29 [u]
I t r | X \NyS e | e r I I l | n a @ POST [Cifrix/¥enDesktop/rade. aspx -__:ﬁ vdci.chartisinsurance.net [E 10.90.7.30 o]
4] Broken HTTP Internal Server Error 500 Il
. Conversation | statistics | TCP Data |
H P B O Ot S e rV I C e S Frame # | vdci.chartisinsurance.net | 10.90.7.29 | Delta Time | Rel. Time | Len
921819 - tp [S Sex W 3 =0 ;% 0.000000000 0.000000000 64
| m a Ct e d 921820 -]:‘ 0.000970000 0,000970000 54
p 921972 - » 0.221637000 0.222607000 64
. 921977 ;E 0.00057 2000 0,223179000 1 529
HTTP is used to load part of the Wyse T
. 922171 ]:' » 0.197911000 0.421090000 =53
Terminal boot processes necessary to log a .
. . 922193 - - 0.021076000 0.442 166000 ' 328
user on to the Citrix system. |
Q22624 :f » 0.317710000 0,739876000 =53
Q27117 & 19,900491000 20.660367000 54
When a key component to the boot process s U
H H H 1 Q27120 - 0.005125000 20.655492000 =53
is impacted the result is users not being able T =
H H H H 927123 - 0.000094000 20.665586000 =53
to log into Citrix haphazardly for periods of ‘[
927194 g 0.222020000 20.887676000 =53
up to 3 hours. 7o
This causes the user to hang and have to . | |
ave.,. ‘ Description Client | Server Issues
re boot th e Wyse te rm | na I re peated |y u ntll an @ POST /Citrix/*enDesktop/rade. aspx 74 10.95.117.20 |E vdci.chartisinsurance.net 0
2 POST requests; First URL /Citrix/enDesktop/enum.aspx & 10.91.81.20 [E vdci.chartisinsurance.net 1
atte m pt |S S u Ccessfu I . 2 POST requests; First URL /Citrix/enDesktop/enum.aspx 2 vdci.chartisinsurance.net [E 10.90.7.29 1
@ POST (Citrix/PMNAgent/launch.aspx; Last error: Internal Server Error -_:ﬁ vdci.chartisinsurance.net [E 10.90.7.30 1
- POST /Citrix/PMNAgent/launch.aspx z 10.91.14.103 15 vdci.chartisinsurance.net i}
[=] POST (Citrix/PMNAgent/launch.aspx -_:ﬁ vdci.chartisinsurance.net [E 10.90.7.30 o]
<
Conversation ] istil ] TCP Dﬂta]
Frame # | 10.91.14.103 | vdci.chartisinsurance.net | Delta Time | Rel. Time Len
927057 0,000000000 0.000000000 54
927060 ‘[ 0.001003000 0.001003000 64
927061 s 51 = hifp e =35¢ 5 Win=53533 Len=0 =) - 0,001045000 0.002045000 o4
927063 ,E 0.000438000 0.002486000 1 g72
T
927066 ‘[ » 0,213791000 0.216277000 o4
927091 ]j 1 1.042643000 1.2585920000 1 1466
927092 <1 Continuation or non-HT TP fraffic -r 0,000000000 1.2585920000 - L]
=




Citrix Wyse Terminal
FTP Boot Services
Impacted

The same servers that provide HTTP services
also provide file transfer services.

The servers were found to have multiple
problems contributing to users having
lengthy periods of login difficulty sometimes
for several hours.

Our findings alerted the Citrix Team to
rebuild and monitor the servers.

Statistics | TCP Data

Frame # vdci.chartisinsurance.net Delta Time Rel. Time

918818 % 0000000000 0.000000000
918819 0005650000 0005650000
918822 = 0.011815000 0017465000
918823 4‘}‘?} 0000540000 0.018005000
918824 - 0000201000 0.018206000
918829 s 4 0011885000 0.030091000
918830 : 0,000330000 0.030421000
918830 P < 0.013426000 0043847000
918840 34_ 4‘f 0.004230000 0.048077000
oggsa N 4 0012085000 0.060162000
918854 _'f 0000438000 0.060600000
918857 ‘D’f 0.011918000 0.072516000
918858 etz o - 0,000741000 0,073250000
918861 P < 0.011972000 0.085231000
918862 4‘f 0.001291000 0086522000
918879 N 4 0024862000 0111384000
518880 Il g e 0004826000 0116210000

—

A& Se.. Description Client Server Issues Last Update Time
10.84.162.247 <--> vdci.chartisinsurance.nat. Status: Download in progress ! 10.84.162.247
@ 10.90.36.87 <> vdci.chartisinsurance.net. Status: Download complete .; 10.90.36.87 |E vdci.chartisins... a 04/28/2014 10:56:27
Comersaton | sustes| 1eroa]  SWat User Booting jlloyd ... working... this time...

Frame # ‘ 10.84.162.247 | vdci.chartisinsurance.net Delta Time ‘ Rel. Time ‘ Len

922721 % 0.000000000! 0.000000000! 5]
922724 ‘[ 0.000601000! 0.000601000! &4
922763 ,f; 0.068759000 0.069370000! [}
922767 _-f 0.001444000 0.070814000 =
922769 ‘[ 0.000533000 0.07 1447000 112
922866 _f: 0.063353000 0.139530000 74
922869 ‘[ 0.000872000¢ 0.140702000 1zC
923064 - 0.068429000! 0.209147000! ac

T

923100 I 0.001459000° 0.210635000! 8%
923595 ,f; 0.068560000 0.279196000 BE
923620 _.f 0.000803000 0.279999000 7E
923907 ‘D-fj 0.063551000 0.343550000 =
923912 4"[! 0.000575000¢ 0.249125000 67
923930 _D,f; 0.068319000° 0.417444000 &4
923935 T 0.001127000° 0418571000 102




WAAS Analysis
of Citrix

This was a quick analysis of the
effectiveness of the WAAS
compression of Citrix traffic.

The amount of work done and the
time it took to be accomplished
seems to be minimal improvement
in volume savings.

Due to the compatibility of various
versions of Citrix and the version of
WAAS it was recommended that an
upgrade to WAAS be made to be in
line with the version of Citrix used.

Many potential problems could exist
without the Citrix vs Cisco version
match to respective versions.

Recommend not using WAAS until
versions match support from both
organizaitons.

lm MOMWMMME mmpm'm

E—— -
After waas at server fter waas processing tosenver &
:-lﬂﬂms
YA AR \H A0 \m\ w\ ll mm\\ H .
r11'|'|r|1!'|'|1|'|'r'1'|'|f1'| '''''''''''''' o
33813 093830 03363 09308 093433 (00309 (3403 094[}3 09]1 ?4153 0942] 034303
r“.‘.‘:msharltlt) Graphs,onlyd22Tarose (818 10 11.cap - Ei@'ﬂ
Inside waas at server before after processing to server t Addtional 80 ms wass latency In this directon =3
| | | | = 100ms
A0 0100 S Tt 01
{]‘HSB (93833 093633 093013 09383 (9393 0S40 OMO3 094053 OMdLD (1B 0L 0B (4B 00D (94313




AS Analysis
of Citrix

Multi-tier analysis
required to evaluate the
effectiveness of Cisco
WAAS.

Using multitier makes this
possible

Client needs the skills of
multi-tier analysis for
many multi-tier
applications and
appliances.

Here’s those screen shots... multi tier and combined taking out acks in wireshark...

Multi-Tier Applications 5 N/A

03/18/2014 09

[TO0806482030b.r1-core.r 1.3ig.net <--> 10.87.131.236. Last Segmentl " wToos0e48=0300r.. (E 10.87.131.236 7448 03/18/2014 09:43:13
-~ WTO080848e030b.r 1-core.r 1.aig.net <--> 10.57.131.236. Last Segmentz = WT0080848e0300.r... (E 10.87.131.236 &7 03/18/2014 03:43:13
Conversation ]

Frame # | WT00806482030b.r 1-core.r.aig.net NetworkCloud 1| 10.87.131.236 [ Delta Time Rel. Time Len
1 0.000000000 0000000000, =
2 0.000163000 0000163000 =
3 0.000135000 0.000301000
4 0.000163000 0000464000 =
5 0071132000 007159000 =
6 0.000150000 0.071776000
; J:, M :siii rEstJ ACK] Seq=1351137024 Ack=2150544414 Win=35 Len=10 TSY=1577..._E D00 90000 ooreenn] [
. _;f sz :Sisqii rEEESHJ R = | ooo010000D oorameeomn] |-
9 - . 0.000137000 0072208000 -
" = :si?qiae rEEESHJ ACK] Seq=2150544424 Ack=1351137924 Win XTI ooz [
11 0.000209000 0072532000 =
12 - 0070558000 0143000000 -
1 C = :Sisqii rEEESHJ A s s el e el 1 T ool | g
14 : 0.000135000 0143515000 -
5 a2 :sliiz rEE'eSHJ ACK] Seq=1351137034 Ack=2150544500 Win=38 Len=10 TSV=1577.‘.4%' AXTIITERT o] [
" e e :S?ezqﬁa rEEeSHJ ACK] Seq=1351137944 Ack=2150544590 WWin=38 Len=65 TSV:1577.‘.4% oDooo1S00D TR
17 . 3 0.000040000 0143713000 o
18 T 0.000521000 0144234000 5

M WAASNoACK peap Wreshark 1105 (1106 from aser 10

Eile Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

D@4l BREXR Qe wTL BB QQaQBD @dMMKE
Filter: B Expression... Clear
Ack No.  F#Ack WinVal CalcWin B-Flight Len
2150544414 1 36 10 10
1351137924 2 12 12 10 10
1351137924 3 12 12 20 10
1351137934 4 1 12 12 176 156
2150544590 5 4 38 38 10 10
2150544590 6 38 38 75 65
3498621572 7 65535 65535 94
3060860 8 7 64418 64418 110
2150544590 9 38 38 146
1351138155 10 9 14 14 41 41
13511 2IW1SS 11 14 14 102 R

8

y

Save

Delta

coococoooooQO

. 000000
. 000100
. 000257

071055

. 000280
. 000015

000040

. 000521

071471

. 071683

nnnarA

Dallas & Argentina  Dallasl
DeltaT RTT Protocol ET
0. 000000000 TCP 0.
0. 000100000 TCP 0.
0.000257000 TCP 0.
0.071055000 0.071412000 TCP 0.
0.000280000 0.000280000 TCP 0.
0. 000015000 TCP 0.
0.000040000 TCP Q.
0.000521000 0.000521000 TCP 0.
0.071471000 TCP 0.
0.071683000 0.071683000 TCP 0.
N nnNaRRONN TR n

000000000
000100000
000357000
071412000
071692000
071707000
071747000
072268000
143739000
215422000
F1RIVRNONN

Info
2598
4227
4227
4227
2598
2598
[Tcp
[Tcp
2598
[TcP
rmep

4227
2598
2598

> [PsH,
=

>

> 2598
>

>

[PSH,
[PsH,
[PSH,

4227 [PSH,

4227 [PsH,
ACKed unseen
ACKed unseen
> 4227 [PSH,

ACK]
ACK]
ACK]
ACK]

5eq=1351137924 Ack=2150544414
Ack=1351137924
Ack=1351137924

Ack=1351137934

Seq=2150544424
Seq=2150544434
ACK] 5eq=1351137934 Ack=215054459C
ACK] 5eq=1351137944 Ack=215054459C
segment] [TCP Previous segment not
segment] [TCP Previous segment not
ACK] s5eq=1351138009 ack=215054459C

rRetransmission] 4227 > 2598 [PsH, ACK] seq=215C

Ratrrancemicsinnl 4227 > 250R TpsH

arkl =an=2150



File Access Problems with Citrix Servers

Analysis of file access problems were found to be due to AppSense and Microsoft file access issues.

User is accessing Citrix session in yellow, server is trying open connections to Filer repeatedly and gets error messages.
See the attachad .pdf to see the packets in multi-tier view showing the user connectad using Citrix, terminal commands going back and forth while SMB filer commands have errars accessing the file
This is one of the reasons | have asked for the architectural design for /  Citrix user file access path hierarchy. This issue however seems to be inability of the server to open files for Citrix users,
Dther users have experienced significant delays in akility to access files in the Citrix environment... waited a few minutes and the files are accessible... this could be:

1.) Filers are so overloaded that file lock housekeeping and user rights security housekeeping falls behind.

2.) Citrix i3 not providing the appropriste sacurity cradentials for users... or Citris iz overloaded in itz housakesping tasks.

3] Security tokens are slow to populate to Filers for user access, . or security authentication slow to respond ar

4.) Acombination of these of other things...
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Citrix User Filer
Access Error
Details

Some files are not found and searched
across many drive mappings creating
an abundance of frivolous traffic.

Some files are there but due to a
variety of reasons, file rights assigned
that user or machine are not
accessible.

Others are not accessible due to the
type of account due to
incompatibilities between the Client
choice to use AppSense for Microsoft
Profile management with NetApp
Filers. The complexities have made the
installation of AppSense ineffective.

File access by multiple machines
logging in at the same time needing to
access the same files could cause this
observed file locking.

We provided this to AppSense to
ensure their upgrade addressed these
manifestations.

rans2 Request, GET_DFS_REFERRAL, File: \pngsfsdh04\TAROBINS

Trans2 Response, GET_DFS_REFERRAL, Error: STATUS_NO_SUCH_DEVICE

NT Create AndX Request, Path: \application data\microsoft

\4 A4
{ { _(’C (C ( E_

T Create AndX Response, FID: 0x0000, Error: STATUS_ACCESS_DENIED

- Create AndX Request, Path: \application data\microsoft\signatures b‘
T
94 T Create AndX Response, FID: 0x0000, Error: STATUS_ACCESS_DENIED T
Frame # | 10.67.131.13 | NYCP3R 1CDOMOL.r1-core.r1.aig.net | Delta Time |
123842 = ead AndX Request, FID: Oxc00c, 352 bytes at offset 0 IP},;L 0.000000000 =
T
FHe Lgeks_‘_akei— ead AndX Response, FID: 0xc00c, 352 bytes T 0.000000000
ff qﬁi a n d m a y n ot rans2 Reguest, QUERY _FILE_INFO, FID: Oxc00c, Query File Basic Info lb"“\ 0.000000000
i . | T
L —
845 a _= 0000000000
bé avoropriate T
3853 eq = 26 | P 0.203125000
?o r t[l" e Locking AndX Request, FID: OxcO0d s —
125520 pel et it ] 24843750000
situation... . 2
25533 : g 0000000000
T
12553 g = 0000000000
his: | r
:l;_ 1 pig 0.140625000
' i ——
e I 0.171875000
issufrtofoﬂow s o.00000000] =
T
afr, - T 0000000000
LN | *
125788 2966 0= iE 74 Win=63191 Len=0 Dig 0.156250000
128697 ’f ogoff AndX Reques D 4,093750000 -




2 Verint logging every
users access to Outlook,
Web activity degrading =

Citrix Performance I el flv[=[e]+

Driving Innovation User : S r : :
. . ) ) ) Verint Systems Expands Workforce Optimization Suite with
This exhibit helped Verint debug like logging ksl X 5 y
was indeed turned on at some point in the

Acquisition of lontas

VERINT e

pa St' Deskiop Analylics Solutions Measure Application Usage and Analyre Workflows, Improving Staff Performance in
s 2013 Archives Contact Centers, Branches and Back Offices
H : H H » 3012 Archives
The logging was curtailed by configuration _ N
. . . a 2 1 Archives MELVILLE, MY, February 4, 2010 = Verint® Systems Inc. todsy announced the soquisition of lontas, a privately-held
Cha nges a nd ass | Sted | n | ncr‘e m e nta I provides of desktop analytics soitions. lontas solultions messure SPHcE on usage and analyDe workilows to help
R » A0 Archives improve stal performance in contact center, branch and back-offioe operations emvironments. lontas’ desktop analytics
pe rfo rma nce | m p rove me nts solutions will be tightly integrated into Verint's Impact 3408 Warkforce Optimization suite.
Events ; " The acauisition of lontas adds sdditional innevative anahdical casabilities to eur workfores aotimization suits and 3
A Follow TCP Stream (tcp.stream eq 738) - o lEN
Verint in the Mews |
|| -Stream Content

= POST /services/configservice?.asmx HTTR/1.1
Awards & Recognit . yose: verintdpa. .Eet

||| user-agent: gsc:.u'fi.?] : :

|| | Conrent-Type: Text/xml; charser=utf-8
Customer Success || conrent-Length: 1320

|| Connection: Close
soapaction: “hrep://S com/webservices2/Configuration/GetclientInfol”
Cache-Control: no-cache
Cookie: s_pers=X20s_pers_prop2l%3Danon&7Cc1558992971119%38%205_fid%
3D4BD2T4294E32EDB2-3EADG SGAAF SSTDIINTCLAG644T1371463%3B% 205 _depth®303%TC14013147714094%38
%20s_getNewRepeat%3nld01312971510-Repeat¥7C 1403904971 510%38%205_pers_propl 9630Employees
%7C1558992971526%38; lcid=1033; SMIDENTITY=IlcmIHORHXCBPBXQML10QEZPLXVAUET P/
sgwHuGer BlcAKkkhgzgb |HELgaNEBF GauSymd+L 6F oEHgSKXGRTDZZ J1Xr X,/
BESqeovinN] JFhPHOEVL 22 2GYEHNKED 74 0kEX TVl ZHORVZTNZUO TGO T J6mAXONSGL pMmUGHE,
?pmeumgﬁ drRE6TZr 1HEKORG T AKMBbgNRAGN 140/
uEnwera g?PHEW'EUJ'lHMUEHZQEdEtt)cqerA?uIIZDEC?Tc-iM 8Imp4 bgkHaySPOvaSCaruBdnSzky 5 ImQHe
meMwRw2 1 1FR1Frezk3gBzBUYLY 5E5WT 1050 3H2WEhukl TLOBxvE ] gwmns 57 565K LU xdfovewusobs 3w 16Mos
1QQOUKSCAXYTEDT2VRQLHS 19w
e = +qﬁ|{324‘|mqtqmpwatzmpn]3w?LuucE5m3qtv,—'?:|11|mu|-:5wm:;qunzgx
33 37 31 34 36 33 + ImnbfC 20NG3LuFObhFMC pah8gegvPAGKHFPWAOPYTRT/
70 74 B8 25 313 44 nhdr_TaRqﬂ.TmIhpu:rBwqrm-.p#'raﬂ?urmair.A:qﬂvunFepPquE"nzDthyitS?APE.sm:;FIvc,-"
34 37 37 31 34 39 ny?JLDThngHkbﬂj3bHEI,.-'RSﬂ]ﬂpHﬁYEt]Jsam?LTﬂC?#Gﬂl:.?.?m 7 /oxokfOnaTws Za5¢C 50/ +62ZN317 23kWB0
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IS I=T.



Server performance

degradation
pinpointed to

AppSense logging

This analysis assisted
Client getting AppSense
support to assist with
getting the debug
logging turned off.

Without details vendors
often can’s understand
the problem and it
continues for years of
degraded performance
and lost productive
time for thousands of
users.

It took many such
examples and
assertions to get the
ball rolling with the
vendor.

This activity was very heavy for a one user on one Citrix test, so we took a trace on the AppSense server to see how much traffic it gets from all the Citrix servers collectively to consider the
whose performance is severely impacted.

The concern is not as much for the performance of this server, but understanding the entire life cycle of the Citrix user, AppSense sets up the and (tears down | would imagine) the Citrix L
the Citrix user’s credentialed instance into and out of AD, and then the use of those credentials by the Citrix server to open files on the filer, and manage shared files, lock files and the like
given that some Citrix users are complaining about rights to files being intermittent. And performance of the Citrix experience being extremely slow.

This analysis is done as part of the SWAT initiative to diagnose and mitigate performance issues identified for the SWAT initiative.
None of these findings alone point to any single cause of Swat slowness, but due to the fact that the slowness is universal the problem is universal and therefore needs to be analyzed whc

Actions Requested:
1.) Are there other servers used in the AppSense system?
2.) In what ways is the configuration provided by AppSense inserted into AD? Only by the node coming up as a user? Or other AD interface to AppSense?
3.) AppSense should be consulted to determine if they have seen issues with rights being intermittent for external storage.
4.) AppSense should be consulted to determine if 10+ second HTTP service response times are acceptable.
5.) AppSense should be consulted to determine if AIG missed any simple or complex best practices or modified the product implementation in a way that may have impacted perform

AppSense Server Performance for Citrix User Profile Configuration...

4.400.000
a,200,000 -
4.000.000 4
3.800.000 1
3.600.000 1
3.400.000 -
3,200,000 |
3,000,000 |

2.800.000

2,600,000 | Severe HTTP degradation during
2400000 1 some SQL activity

2.200.000 -

Bites

2.000.000 -
1.800.000 |
1.600.000 |
1,400,000 -
1.200.000 |

1,000,000

800,000 |
600,000 |
aoo,000 -
200,000 4

03/26/2014 09:25:00 03/26/2014 09:26:40 03/26/2014 09:28:20 03/26/2014 09:30:00 03/26/2014 09:31:40 03/26/2014 09:33:20 03/26/2014 09:35:00

hH [ MS sSQL SMB s Others s KERBEROS == Exchange
M Wireshark IO Graphs: appsense.pcap . - =TI A
500

One AppSense Server load during the 40 second slice was

500MB... 250
250 HTTP Posts per second with 3-15 Second Response Times
which one would think should be sub miifisecond response AR 0



* Provisioning traffic is very heavy and considered

Cltrlx USES TCP POrt normal by the Citrix team.

* We have seen server performance degraded severely

69XX fO r p rOV| S | O n | n g during provisioning.

* Apparently this overhead is part of Citrix operations.

M Wireshark IO Graphs: 1059@2014-04-01_11.01.59@10.87.192.152.appcapture ||| i M Wireshark IO Graphs: 121216.pcap R - P — — = =i A
— 500000000 —200C
L Citrix UDP Provisioning occuring
UDP Port 6901 6930 i as user reports 2 minute period
often used by Citrix Provisioning I ‘];'Vhere Santa Ana user reports
H H H reeze.
Services with 10.87.128.20 using I
significant bandwidth high burst o
g g L 250000000 Blue line is Citrix UDP
rate... provisioning - 100
L 0
10:46:00 10:49:20 10:52:40 10:56:00 10:59:20
< T [ » | m————— : s . S ¢
Graphs X Axis | 12:17:40 12:18:00 12:18: ‘ 12:18:40 12:19:00 12:19:20 12:19:40 12:20@/ 12:20:20 12:20:40
— Il « [T P
ilter; -(Li | Tick interval; 10 sec r |
Color Style:|Line EI Smooth . = : L7 Graphs —
h 2 Color udp Style: |Line EI ¥ Smooth !;Tz:efve;;|;me o ] Colcr Style: |Line E Smooth chkinterva-l:l sec |Z|
raph 3| Colo tcp Style:|Line EI [¥] Smooth ;’_A; Co\or tcp.port==2598 or tcp.port==1494 Style:|Line E Smooth EIS per tick 5 E|
IS ~ N Y| View as time of day
Graph ] Color Fiteriphost==1087.12820 | stylestine || @ Smooth |\ - pon o (5] Cola tep.port==445 or tcp.port==139 Style: Line = | [ Smooth L -
Graph 5| Color |Filter: Style: |Line EI ¥ Smooth || Scale: | Auto = | COW udp Syl Line E & smooth | ;e Packets/Tick |Z|
: — ITC- o' Style:|Line B Smooth |geale: 2000 |ZI
Smooth: No filter ¥ -
— Smooth:  No filter |z|
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[Err—— | Overview | Connections Matrin | osts | Chaets |
¥ z I Bytes | OutEytes Bytes
i ;:mmuu:m 2 e o - 1- 425391: B;)Lg: 432.3?M| o Jo.2l m,
Ta 3% 1087.131.13 | PIWCHASPHET! e L e R L I | 8560 15,008
. . AN ARANT 1608500 4% 10.87.131.13 | PWCHASFRET | £10.13K  10.83M 1163 8312 8732 15,044
C It r I X Al Lists: Top 1,088 S5 % 1087.131.13 | W PWCHASFHET, | E45.3K| .99 M| 1062 M| 5,483 7.710, 13,183
&% 10.87.131.13 | PCTXAMIDET] 83354 K| 650 K| L5 M| 7857 2824 10,721
i {|__7/= 1087.131.13 | W PWCHASFHET | 49665k  6.35M| 6.84 M| 3,784, 5,194 8,978
S~ M m 3 W 10.87.131.13 | & 10.87.154.62 MSERK  STEO4K|  TB4.B3K| 2828 2,581/ <.00%
p rOV | S | O n | n g 9% 10.87.131.13 | RSALNVZOCOS | 175.18K]  255M| 3.12 M| 1,682 2,308 3,950
10 % 10.87,131.13 = PWGSACHPD 1L28M _ BR.3BK| 137 M| 1,150 832 2,022
. . /. HTTP || 1% 108715113 | SQLCPS03.r1- | 128M 476K 1.33M| 1,183 728 1.911)
i osp ol | 12 10.87.131.13 ¢ 10.97.89.17 3036 K] 228K  SH2ESK| 650 B 1,570
t ra ffl C I m p a Ct . = a| |13/ 10.87.131.13 | 10.87.231.30 47BEK  BIT4K 1156 K| 677| 725 1,402
14" 10.87.131.13 b 10.87.65.22 TLO3K|  3FR26K|  445.20K| L 623 1,167
¢ W s AT 131 12 = T —— 3 AT K RS IR AT K FLE FEn Ad1
onn etWO r k || show Trace | [TotaFrames || Selectad Interval: 04/07/2014 15:06:00 - 04/07/2014 16:06:00
| Hetwork
and servers —eme w7 | |
e o This UDP Port traffic that
© UDFuames 321K - is for "Citrix
reco provisioning"? using UDP
This shows the 7000 port 6901 is dominating
|  traff 00 communications on this
vg gme of traffic Citrix server.
Citrix uses for PVS. g oo
E PR .
Again, this was said B anoo We ';EEd to find out
to be normal, but it 4000 why?
was associated o
. o so00 of a 600MB trace this is
with a distinct user B )
. . o 426MB a full two thirds
impacting server S .. )
: of the traffic is this
slowdown at this N
same timeframe. 1000 I h
oll ! | . LA Ll : N :
Ol TSRO A4 1 E 00 B0 el AL FIIOAA 16 444D A FIIO A AP 0 D DA FFIO A A6 0 S0 e s R T AT N T CrA AN FSDOAA 18
[— 10.87.1231 .13 - 10.87. 12851 I




Investigating very slow NT Notify responses... it apparently sets up a “watch” on a directory or file for a “change” and the Filer has to keep track and do this work.
Can you see what is said about these commands in NetApp support?
| found some things that note a degraded performance issue for XP and 2003 Server as clients...

Don’t think the kb is correct on many things... but does relate the slowness
http://support.microsoft.com/kb/885189

C - t . S t 1-—-16004
I r I X e rV e rS O ‘ SMB Service Response Time statistics: 1530---16004-2.pcap—
SMB Service Response Time statistics

NetApp Filers have L

Index ¢ Procedure 4 Calls ~ Min SRT 4 Max SRT 4 Avg SRT Al

. . 50 Trans2 9034 0.000082 0.126687 0001542

| O n N T N Ot I f t I m e S 47 Write AndX 1493 0000117 0112265 0001162
162 NT Create AndX 1135 0000085 0092328 0002092

4 Close 988 0000102 0.018603 0001609

46 Read AndX 360 0000074 0027311 0000937

37 Trans 228 0000148 0.001484 0000200

160 NT Trans 103 0000073 532007689 20028862

H H A1 \Mritn n nnNNNAQ NAITNESD nANITEY
NT N Ot I fy IS a n S M B CO m m a n d To add the NoRemoteRecursiveEvents registry entry to the following registry subkey, and then set the entry to 1, follow
these steps:
that allows a system to ask for o _ ,
. Click Start, click Run, type regedit, and then click OK.
£ M . Locate and then click the following registry subkey:
n Ot I fl Cat I O n Of a ny C h a n ges to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer
. . . . . . On the Edit menu, point to New, and then click DWORD Value.
a file while it is in use by the

. Type NoRemoteRecursiveEvents, and then press ENTER.
user.

oo

On the Edit menu, click Modify.
. Type 1in the Value data box, and then click OK.
. Quit Registry Editor.

e oo

Th eS e CO m m a n d S Ca u Se S M B T Microsoft Network Monitor 3.4 - C\Users\BillMobile\Documents\FTP\L53

ile Edit View Frames Filter Experts Tools Help

re S p 0 n S e ti m es to S e e m | 0 n g 1 New Capture - Open Capture | Save As | =2 Reassemble o' Layout » 3 Parser Profiles ¥ ] Optior

1530--16004-2onlyport2148 pcap ‘.._;_‘ Start Page | Uy Parssrsl

letwaork Conversations X ||Frame Summary - [Conversation Filter]
V4
e
X . L. =Tyt All Traffic GiFind v & ¢ 2 Color Rules 4 Aliases
- [ Other Traffic
a n a ys I S IS pe r O rl I .e I I S O n y S gf TPv4 (10.87.131.13 - 10.87.247.42) ConvID = 1 Frame Number Time Date Local Adjusted Time Offset Source Destination Protocol Name Description
) gF TCP (1767 - 445) ComvID = 2 3 3:30:00 PM 4/2/2014 24755710 10.87.131.13 10.87.247.23 SMB SMB:C; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x09DC
H H ; 7 _ 12 3:30:28 PM 4/2/2014 21.7761060 10.87.247.23 10.87.131.13 SMB SMB:R; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x08DC
t e Otl y t ransa Ct 1oN S’ af SMBOverTCP (1767 - 445) CoD = 2 13 3:30:28 PM 4/2/2014 217764290 10.87.131.13 10.87.247.23 SMB SMB:C; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x09DC
E-igf TCP (2021 - 139) ConviD = 5 18 3:30:38 PM 4/2/2014 31.6261100 10.87.247.23 10.87.131.13 SMB SMB:R; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x09DC
H . R H (- NbtSS (Next Protocol: SMB) ConvD = 6 19 3:30:38 PM 4/2/2014 31.6263850 10.87.131.13 10.87.247.23 SMB SMB:C; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x08DC
W I C IS a n | | osyn C ra Sy O &F SMB (FID: 0x1A84) ConviD = 7 28 3:30:58 PM 4/2/2014 51.7274700 10.87.247.23 10.87.131.13 SMB SMB:R; Nt Transact, NT_TRANSACT NOTIFY CHANGE, FID = 0x09DC
y & : B 29 3:30:58 PM 4/2/2014 51.7277450 10.87.131.13 10.87.247.23 SMB SMB:C; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x08DC
. Ehaf" 1Pv4 (10.87.131.13 - 10.87.247.23) ConvID = 8 34 3:31:06 PM 4/2/2014 50.7682330 10.87.247.23 10.87.131.13 SMB SMB:R; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x09DC
0 e rat I O n =gf TCP (2148 - 139) ConviD = 9 35 3:31:06 PM 4/2/2014 50.7685900 10.87.131.13 10.87.247.23 SMB SMB:C; Nt Transact, NT_TRANSACT_MOTIFY_CHANGE, FID = 0x09DC
. - NbtSS (Next Pratocol: SMB) ConviD = 10 44 3:31:29 PM 4/2/2014 81.8788810 10.87.247.23 10.87.131.13 SMB SMB:R; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x09DC
-7 SMB (FID: 0x090C) Convib = 11 45 3:31:29 PM 4/2/2014 81.8792420 10.87.131.13 10.87.247.23 SMB SMB:C; Nt Transact, NT_TRANSACT_NOTIFY_CHANGE, FID = 0x08DC
4 n
~igf SMB (FID: 0x0828) ConvID = 12
&F SMB (FID: 0X0E38) ConvID = 13 Frame Details
& SMB (FID: 0X0E3E) ConvID = 14 MaxDataCount: 0 (0x0 .. - . . . . - -
.‘_f SME (FID: DXOEAE) ComvID = 15 é 0] 0 -This is a cifs file access command asking that file a file and directory name be
5 : = 1 : . N e
o7 SMB (FID: 01470) ComD = 17 ParameterCount: (0x0) "watched" by the cifs server so it can notify if changed...
& : = . . o
2 o v (10.87.031.13 - 10.67,247.79) ConvD = 18 Parameteroffset: 24 (0x34) -Many come back after a change the user is making itself... not another user...
B gf TCP (3027 - 139) ConvID = 18 DataCount: 0 (0x0) -The Filer has to keep track and "watch" this... some we've seen responding after over
‘s - .
@ NbISS (Next Protocol: SMB) ConvD = 20 ~Datadffset: 0 (0x0) 500 secor:lds... N - _ - -
- SMB (FID: 0x13€3) ComuDD = 21 SetupCount: 4 (0x4) -The FID is the ID reference for a given file... it uses this instead of the file name... so
5 = y . " n
~f SMB (FID: 0x13E4) ConvD = 22 Function: NT TRANSACT NOTIFY CHANGEYOU can see many FID's on the left for one Citrix user having many files being "watched"
& = - _ ! _ A N s
# SMB (FID: 0x14CA) ConviD = 23 £} NotifyChangeSetupWords: -This behavior can be "turned off as a registry setting.
SMB (FID: 0x15C3) ConviD = 24 E-CompletionFilter: 3 (0x3)
~gf SMB (FID: 0x1642) ConvID = 25 FileName: File Change Name Notify (FILE NOTIFY CHANGE FILE NAME)
"_f SMB (FID: 0x1686) ConvID = 26 DirName : File Change Dir Name Notify (FILE NOTIFY CHANGE DIR NAME)
& SMB (FID: 0x1688) ConwID = 27 Attributes: NOT File Change Attributes Notify (FILE_NOTIFY CHANGE ATTRIBUTES)
i-gsize: NOT File Change Size Notify (FILE_NOTIFY CHANGE_SIZE)




ARP Analysis Methods

By setting the view options on the analyzer
one can see both the ARP requester and the
address requested and the address that
replied to troubleshoot complex MAC ARP

resolution problems

Src. Addr Dst. Addr Len Protocol Summary Rel. Time Delta Time
78:2b:ch:04:bd:be 00:22:19:04:£1:82 E4 ARP 172.23.203.39 is at [F8s2bzchy0a:bd:b9 0.000338000| 0.000045000
78:2b:ch:04:bd:be 00:22:19:04: £1: 82 £4 ARP 172.23.203,39 is at 78:2bicb:04:bd:bs 0.000335000 0.000001000
00:22:1%:04:£1:82 98:2b:cb:04:bd: b8 £4 ARP Who has 172.23.203.397 Tell 172.23.203.34 0.000414000| 0.000075000
00:22:19:04:£1:82 78:2b:cb:04:bd: b2 &4 ARP Who has 172.23.203.397 Tell 172.23.203.34 white asks who is .39 with a unicast to orange? 0.000415000 0.000001000
78:2b:ch:04:bd:bo 00:22:19:04: £1: 80 £4 ARP 172.23.203.39 i=z at 78 " : 0.000522000| 0.000107000

orange answers with blue to purple and to white
78:2bich:04:bd:bS 00:22:19:04: £1: 80 &4 ARF 172,23.203.39 is at 78:2b: Gh Dd.hd bb g p p 0.000523000| O.000001000
78:2h:ch:04:bd:bE  00:22:18:04:£1:82 g4  ARP | |172.23.203.39 is at[78:2b:ch:04:bd:bo as orange. 0.000£74000 0.000151000
78:2b:cbh:04:bd:be 00:22:19:04: £1:82 E4 ARP 172.23.203.39 is at 78:2b:ch:04:bd: b9 orange is broken, he claims to be two macs 0.000£75000/ 0.000001000
00:22:19:04: £1:82 78:2b:cb:04:bd:bo £4 ARP Who has 172.23.202.297 Tell 172.23.203.34 0.000745000| 0.000070000
00:22:19:04:£1:82 78:2b:ch:04:bd:he &4 ARF Who has 172.23.203. 39? Tell 172 23 293-34 t . N 5 0.00074£000| 0.000001000
78:2bichi04:bAIBE 00:22:16:04: £1:80 g4  AmP 3 12b:chi04:bdrb eaming Issue... : 0.000823000 0.000077000
78:2b:cb:04:bd:be 00:22:19:04: £1:80 E4 ARP 72.23.203.39 is at 78:Zb:ch:04:bd:bb 0.000824000/ 0.000001000
78:2b:ch:04:bd:bo 00:22:19:04: £1: 82 &4 ARP 72.23.203.39 is at 78:2b:cb:04:bd:bo 0.00099S000| 0.000175000
78:2b:ch:04:bd:be 00:22:19:04:£1:82 &4 ARF 0.000922000| 0.000000000
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Citrix User
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Performance
Symptoms

These TCP Syn-Syn-Resets

hpsI— S pe—r—

i CITREX - Cavis (455)

12 Oees - Nams: Resobeer (1/18)
I3 FTF - File Transfer

B Ganeric (10/500)

I3 H.323 - volP

B HTTP = el (/356

||APW Masdis Prosscsl

1) ISAKMF - Sacurity

are sometimes due to SMB | weeco- e

Requests that Microsoft

m\l?
l.hrﬁi-;l. Databass

(3 POP - Incoeming tail

asserts are due to checking |d1-m Dutabase

alternate ports for file
access between 139 and
445 or when to the Proxy
server to the Internet are
due to Proxy server
problems.

The exhibit helps to
identify the behavior.

I3 RTP - phecka Protocal
I3 RTSP - Madia Sream, FTV
1B S - voir
I ST - Vol
& 5B - Fils Trangfer (20/263)
BB 10.97.65.64/445
& prgsfeshid rl-
L BLEERTRET
& pmasgp3l.
& prgstedgni el
& pmasgpii.
& pgsfedhosr
@ prgsfashidri:
& pogsfedgOirl
@ prgsfedhodr]
& prgsfedgilrl
& vpiaricdomis
a
& pagsfedhilrl
B PWGSACHP
& piricdomi?
8 progsfedgdlrl
B WP 100N
& 10.83.32.007)
& 10.83.32.007/

5. | DS igrtion | Cliant | Server ass | Last Upcdate Time
- 10.87. 13113 <= pngsfandlri-conerl. sagnet. Last command: Tres Dsconmect Resporss & 10.87.131.13 @ pgsfschdl ri-coner] 20 0=08/2014 13:19:34
=] 10.87.131.13 <= prgafadhilrl-core.r 1. sguret. List command: nons = 108713113 ¥ pgafsdnil rl-core.r] L 0400082014 13:19:23
=] 10.87.131.13 <~ pngsfidhdlrl-core.rl.aignet. Last command: nons W 10870503 & pngsfidhidl rl-corer] 0 04082014 13:19:23
=] 108713113 = prigsfpdhl Lr L-cone.rl.agnet. Last command: nons gm B7.03 ! prgassdhdl ri-cone.r] 0 04082014 13:19:27
=] 108713013 2= hmﬁc’ﬂlxl«:m rl.sagurst Last command: nons 1':I 87.131. prgatfedhill r1-cordr] 1] 0:4,008,2014 13:19:29

Continuous:-TCP: Syﬁiﬂsﬁn-Rﬂsfzﬁ

10.87.131.13 <> pngafsdhd s i-core.rl.ag.net. Last command: nons B prgafscnd ricore 4/08/2014 13:20:1%

c.m:&s&mmnﬁaﬁ and theh Reséte the | o

0408/2014 1332020
1087131 1'3'€ PWIII‘\:M fllljﬁllﬂimm ey l'fl A7.13 m‘&d‘ﬂl FL=Corer Lyt 0082014 13- 20:22
Ca - . g 5:-be : :

wod ey diad 1320 45

el arl
,ar |3|13c :- 13t Lt o0 1-:| 1ad 04,008,201 14 1320484
Tj' ,.,& mnsmﬁlsol About i H oninect and vz 20
1-:|r-'|3 13 < Fl=conir] et List command = 10871003 mmuumu (4,008,201 14 1322048
'j ﬁl tm gr:r 13113 @ pngsfedhil r1-core.rl. o
CO S mm&“san HS. 2 war13.13 B pngafihdl ri~tovert 0 4 /08/2014 132052
108713113 <= prgafsdhlllr L -cone.r 1. agunet. Lkt command: fons & 108703013 N pngs! Ea I o 0:4,08,/2014 13:20:53
10.87.431.13 <—> pngsfdhl ] rl-conerl.aignet. Last command: Tres Desconnect Resporse IJE 10.87.131.13 E pnigs 1 8 040820148 13-36:03
- 108713113 = prgsfpdhdlri-conerl.signet Last command: nons = 108713013 W pngs! Aot L 0 04082014 13:35:55
= 10/67.131.13 <> pngsfsdhilrl-cone.rl.aigunet. Last command: nons W 10.87.030.13 & pngs! mes pe r 04082014 13:35:55
=] 10,87.131.13 <~ pngsidndlrl-core.rl.aignet. Last command: nons 9 waria13 & pngsfahdlri~corerl 4082014 133746
=1 1087, 131,13 <=> prigafsdhdlr L-cone.r 1. agunet. Last command: nans & 108703013 & pngu - t I [\ (4082014 13:37:46
[=1 10.87.131.13 <~ pngsfpdhilrl-cone.rl.aignet Last command: nons W 10.87.130.13 & mm Inu e = 0 0408,2014 13:37:48
- 108713113 o= prgsfdhdlri-conerl. aagret. Last command; nons & 10.87.130.13 & pngafdndl ri~onrerl 0 0=08/2014 13:39:27
[ ] 10.87.131.13 <—> prgafedhilrl-core.rl.sigunet. Last command : nons = 10.87.131.13 & prgafsdhil rl-corerl L 04,J08,/2014 133927
=] 10.87.131.13 <~ pngsfidh0lrl-corerl.aignet. Last command: nons & 108713013 @ pngstahdl ri-corert Q 0= 082014 13:39:37
Comerustion | | TEP Dt |
Frames # 10.87.131.13 | proefichiilrl-corer] | L
s

,_ —

sras EQW—T L!‘
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Printing Issues

Printing slowness caused us
to look for problems at the
deep packet inspection level.

As a result of these
evidentiary exhibits which
had to be asserted
aggressively to Client and HP
personnel until acceptance of
the problems were accepted.

Once evidence was accepted
HP started to truly move to
solve these managed print
problems saving thousands of
users hours printing.

Big Win that would not have
happened without exacting
evidence and assertion.

M printiob.pcap [Wireshark 1.10.7 (v1.10.7-0-g6b931al from master-1.10)]

Identification
0x53cT (21447)

0x542e (21550)
0x5430 (21552)
Oxa3ae (41902)

Oxa866 (43110)
0x7650 (30288)
0x7651 (30289)
0xa867 (43111)
0x76ce (30414)
0x76cl (30415)
0x76d0 (30416)
0x76d1 (30417)
0x7777 (30563)
0x7778 (30584)
0x7779 (30585)
0xa868 (43112)
0x777a (30586)
0x777b (30587)
0x777c (30588)
0x777d (30589)
0xa869 (43113)

I Filter: tcp.stream ==

Seg# Len ACK# RIT
[} o

4325
5757
7189
8621
9217
10649
12081

12289

13721

14337

15769
it

o

1432
o
1432
1432
1432
596
1432
1432
208
o
1432
616
1432
616
o

DeltaT
0. 000000000

Ifi!e Edit View Go (Capture Analyze Statistics Telephony Tools [nternals Help
oo AN BRRXS2 QAedDT L Qael @Bmx B

3 Expression... Clear

Time from request  WinVal
8192

Apply
B-Flight

Save

Stream# Info

SET

053013 > 9100 [SYN]

0. 000858800

1025 0.258811050

0.200443750

o
PRrRpRERE R R R R

7 0.202123440

16385 0.201664430

0. 000858800
0.000078020
0.258811050

0.000512760
0.000012120
0.000012170
0.000005430
0.201961220
0.000012950
0.000002320
0.000146950
0.000016630
0.000005590
0.000012110
0.000005580
0.201664430

257

1024

1432

1432
2864
4296
4892
6324
7756
7964

4504
5120
6552
7168

053013 > 9100 [ACK]

053013 > 9100 [PSH,

0 9100

Seq=0 Win=8192 Len=0 M55=1460 W5=256 SACK_PERM:

Seq=1 Ack=1 Win=65792 Len=
ACK] Seq=1 Ack=1 Win=65792 Len=1024
Seqel Ack=1025 Win=436 Len=0

0 [TCP Window Update] 9100 > 53013 [ACK] Seq=1 Ack=1461 Win=32120 Len=0
053013 > 9100

0 53013
0 53013
0 53013
0 53013
0 53013
0 53013
0 53013

V¥ Y Y VY Y

0 53013 > 9100
0 9100 > 53013

9100
9100
9100
9100
9100
9100
9100

0 9100 > 53013
0 53013 > 9100
0 53013 » 9100
0 53013 > 9100
0 53013 > 9100

[AcK]
[P5H,
[ack]
[AcK]
[ACK]
[ACK]
[PSH,
[ACK]
[ACK]
[PSH,
[AcK]
[ACK]
[PSH,
[AcK]
[P5H,

0 9100 > 53013 [ACK]

Seqel461l Ack=1 Win=65792 Len=1432

ACK] Sequ2893 Acks=l Win=865792 Len=1432[Packet size limited during capture]
Seq=l Ack=4325 Win=29256 Len=0

Seq=4325 Ack=1 Win=65792 Len=1432[Packet size limited during capture]
5eq=5757 Ack=1 Win=65792 Len=1432[Packet size Timited during capture]
Seq=7189 Ack=1 Win=65792 Len=1432[Packet size limited during capture]

ACK] Seq=8621 Ack=1 Win=65792 Len=596[Packet size limited during capture]
Seq=9217 Ack=1 Win=65792 Len=1432

Seq=10649 Ack=1 Win=65792 Len=1432

ACK] Seq=12081 Ack=1 Win=65792 Len=208[Packet size Timited during capture]
Seq=1 Ack=9217 Win=24364 Len=0

Seq=12289 Ack=1 Win=65792 Len=1432[Packet size limited during capture]
ACK] Seqm=l13721 Ack=l Win=65792 Len=gl6[Packet size limited during capture]
Seqe14337 Ack=1 Win=65792 Len=1432[Packet size limited during capture]
ACK] Sequl5769 Ack=1 Win=65792 Len=616[Packet size limited during capture]
Seq=l Ack=16385 Win=17196 Len=0

M Wireshark IO Graphs: printjob.pcap
R S

| ———le.

g

16 Second Delay on Printer
Session Startup!

Very low throughput!

el e



Printing Issues

Zero windows due to a bad HP
protocol stack was the
beginning of getting HP to
escalate the managed print
performance problems.

Without this evidence these
problems and other
associated problems would
likely still exist.

Managed Print Delays

The printers are sending TCP zero window notices to the managed print servers delaying many print jobs by two minutes. This needs to be addressed by Hewlett-
Packard. Perhaps a printer network driver problem exists or some type of local printer application has no buffering.

A Wireshark 10 Graphs: laprinters.pcap = =
200
Zero window takes two minutes to recover! 100
Print job sent from managed
print server to the printer
R = - T T 7 T T — T T T T — T T 77 0
0Os 60s 80s 100s 120s 140s 160s 180s 200s 220s 240s 260s
>
Graphs X Auis
Graph 1| Color  Filter: Style: Line v Smooth | | Tick interval: 1 sec
Graph 2| Color | Filter:| | tep.stream == 24 &&tcp.analys Style: | Dot v Smooth Pixels per tick: 5
T [C] View as time of day
Graph 3 Filter: | | tcp.stream == 24 Style: Line ~ | [] Smocth =
- 15
Graph 4| Color Filter Style: Line v | [¥] Smooth Unit: Packets/Tick
Graph 5| Color Filter Style: | Line v |[¥] Smooth || Scale:  |Auto
Smanth: | Na filter v
A laprinters.pcap [Wireshark 1.10.7 (v1.10.7-0-g6b931a1 from master-1.10)] - ° .

File Edit View Go (Capture Analyze Statistics Talaphnnz Tools |nternals Help

codama EExXxZ | acssaTLIEE Qaan BB % B

Filter: fcpstream == 24 v | Expression... Clear Apply Save

TTL  Identification
124 0x5a85 (23173) 10.87.65.23 10.84.162.45 24 60577 9100
57 0x83a5 (33701) 10.84.162.45 10.87.65.23 24 9100 605
124 Ox5adb (23259) 10.87.65.23 10.84.162.45 24 60577 9100 0.073047670 0, 000505538 1
124 Ox5adc (23260) 10.87.65.23 10.84.162.45 24 60577 9100 0.073079130 Qe RsU51460 1
57 Ox83ac (33708) 10.84.162.45 10.87.65.23

0.241724830 1

0x7266 (29286)

Ox91lda (37194) 10.84.162.45 10.87.65.23 9100 605 MC_126. 20681170037 . 799080450 1
124 0x021e (542) 10.87.65.23 10.84.162.45 24 60577 9100 126.20 690 0.000399990 1461
57 Ox914b (37195) 10.84.162.45 10.87.65.23 24 9100 60577 126.365018580 0.157806890 1
124 0x031c (796) 10.87.65.23 10.84.162.45 24 60577 9100 126.365529970 0.000511390 2893
124 0x031d (797)  10.87.65.23 10.84.162.45 24 60577 9100 126.365542080 0,000012110 4325
57 0x914c (37196) 10.84.162.45 10.87.65.23 24 9100 60577 126.475929230 0.110387150 1

Source Destination TCP-5 SPort  DPort Time Delta SEQ# LEN  ACK= 2 NxtSEQE® C-WIN Wlight Fr# Acks-Fr#  Info
o 0 8192 10279

o
1024
o

9100 60577 0.314803558

QeeR762.45 24 60577 9100 5.077157180 0.213884190 1025 436 1 1461 65792 436 10815

[]
1432
]
1432
1432
o

Printer Causes 120+ Second Delays

60577 > 9100 [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5=256 SA
1 0.072541780 1460 10279 9100 > 60577 [SYN, ACK] Seq=0 Ack=1 Win=1460 Len=0 M55=143

1 0.000505858 65792 0290 10289 60577 > 9100 [ACK] Segq=1 Ack=1 Win=65792 Len=0
1 1025 65792 1024 W91 60577 > 9100 [PSH, ACK] Seq=1 Ack=1 Win=65792 Len=1024[Pac

1025 0.24#724830 436 1039 10291 9100 > 60577 [ACK] Seg=1 Ack=1025 Win=436 Len=0

[TCP Window Full] 60577 > 9100 [ACK] 5eg=1025 Ack:

1461 25863 [TCP Window Update] 9100 > 60577 [ACK] Seq=1 Ack=1461 Win=
1 2893 65792 1432 25864 60577 > 9100 [PSH, ACK] Seq=1461 Ack=1 Win=65792 Len=1432[
2893 0.157806890 32120 25865 25864 9100 > 60577 [ACK] Seq=l Ack=2893 Win=32120 Len=0
1 4325 65792 1432 25866 60577 > 9100 [ACK] Seq=2893 Ack=1 Win=65792 Len=1432[Packe
L 5757 65792 2864 25867 60577 > 9100 [PSH, ACK] Seq=4325 Ack=1 Win=65792 Len=1432[
5757 0.110387150 32120 25868 25867 9100 > 60577 FACK] Seo=1 Ack=5757 Win=32120 Len=0




Local network
problem example

Ca U S I n g C It r I X Looks like network problems causing Citrix disconnections at the Terminal... Item 10 lost 12 packets.

disconnects

pwgsxachp0004@2014-06-13.appcapture TR T N—

Arrival Time: Jun 13, 2014 10:17:45.618604000 Central Daylight Time

One of many

10.87.131.13

TTL Identification Source Destination TCP-S  SPomt DPort Time ~ Delta SEQE LEN ACKE Fr# Acks-Fre RTT ACK hotSEQE C-WIN Fiaght Message
prOblems found 22 Ox4bc7 (19399) 10.83.33.141 10.87.131.13 1 2635 2598 1020.993615 0.200010 65864 0 1013868 186716 186712 0.157012000 65535
22 Ox4bc8 (19400) 10.83.33.141 10.87.131.13 1 2635 2598 1021.593945 0.600330 65864 0 1013884 186788 186755 0.224239000 65535
at the bOOt 22 Ox4bc9 (19401 10.83.33.141 10.87.131.13 1 2635 2598 1022.192050 0.598105 65864 6 1013894 186882 186851 0.072260000 65870 65535 6
22 Oxd4bcbh (19403 10.83.33.141 10.87.131.13 1 2635 2598 1022.993740 0.801690 65870 0 1013902 186987 186980 0.109915000 65535
process 22 Ox4bcc (19404) 10.83.33.141 10.87.131.13 i | 2635 2598 1023.793656 0.799916 65870 (1] 1013910 187074 187046 0.159954000 65535
. 22 Ox4bcd (19405) 10.83.33.141 10.87.131.13 1 2635 2598 1024.593549 0.799893 65870 (1] 1013919 187182 187175 0.209883000 65535
22 Oxdbce (19406) 10.83.33.141 10.87.131.13 1 2635 2598 1025.393467 0.799918 65870 (1] 1013927 187316 187305 0.254424000 65535
22 Oxdbcf (19407) 10.83.33.141 10.87.131.13 1 2635 2598 1025.961738 0.568271 65870 6 1013935 187491 187469 0.074249000 65876 65535 6
22 Ox4bd0 (1940 10.83.33.141 10.87.131.13 1 2635 2598 1026.792801 0.831063 65876 0 1013943 187713 187661 0.159026000 65535
22 Ox4bd2 (1941 10.83.33.141 10.87.131.13 1 2635 2598 1027.593122 0.800321 65876 (1] 1013951 187851 187820 0.227207000 65535
22 Ox4bd3 (19411) 10.83.33.141 10.87.131.13 1 2635 2598 1028.393090 0.799968 65876 0 1013959 188105 188091 0.273304000 65535
22 Oxdbdd (19412) 10.83.33.141 10.87.131.13 1 2635 2598 1028.992462 0.599372 65876 0 1013967 188156 188148 0.122077000 65535
22 Ox4bd5 (19413) 10.83.33.141 10.87.131.13 1| 2635 2598 1029.702229 0.709767 65876 6 1013975 188260 188257 0.072526000 65882 65535 6
22 Ox4bd6 (1941 10.83.33.141 10.87.131.13 il 2635 2598 1030.592390 0.890161 65882 0 1013983 188380 188376 0.222495000 65535
22 Ox4bd8 (1941 10.83.33.141 10.87.131.13 1 2635 2598 1031.392265 0.799875 65882 1} 1013991 188494 188413 0.272260000 65535
22 Ox4bd9 (19417) 10.83.33.141 10.87.131.13 1 2635 2598 1031.792580 0.400315 65882 0 1014486 188498 188496 0.133374000 65535
22 Oxdbda (19418% 0.83.33.141 10.87.131.13 1 2635 2598 1033.692366 1.899786 65882 6 1014486 188807 65888 65535 6
22 Oxdbdd (1942 WiDo 83.33.141 10.87.131.13 1 2635 2598 1037.691876 3.999510 65888 3 1014486 189335 65891 65535 3
22 Oxdbdf (19423 :910.83.33.141 10.87.131.13 1 2635 2598 1041.691329 3.999453 65891 3 1014486 190780 65894 65535 3
22 Oxdbel (19425 [R10.83.33.141 10.87.131.13 i 2635 2598 1045.690712 3.999383 65894 3 1014486 192969 65897 65535 3
22 Oxdbe3 (19427) 0.83.33.141 10.87.131.13 1 2635 2598 1049.690165 3.999453 65897 3 1014486 195642 65900 65535 3
22 Oxdbed (19428 10.83.33.141 10.87.131.13 1 2635 2598 1050.590073 0.899908 65900 0 1014513 196155 196110 0.163197000 65535
22 Ox4beb (1943 10.83.33.141 10.87.131.13 i 2635 2598 1053.389766 2.799693 65900 0 1015200 197339 197325 0.152364000 65535
22 Ox4be?7 (19431) 10.83.33.141 10.87.131.13 1 2635 2598 1053.550464 0.160698 65900 6 1015230 197478 197340 0.134115000 65906 65535 6
22 Ox4be8 (19432 10.83.33.141 10.87.131.13 1 2635 2598 1053.789182 0.238718 65906 0 1015245 197654 197525 0.197115000 65535
22 0x4bf5 (19445) 10.83.33.141 10.87.131.13 i1 2635 2598 1064.393855 1.001876 65918 1] 1015281 206435 206429 0.150490000 65535
22 Ox4bf6 (19446) 10.83.33.141 10.87.131.13 1 2635 2598 1064.790085 0.394230 65918 0 1015289 206464 206439 0.269316000 65535
22 Ox4bf7 (19447) 10.83.33.141 10.87.131.13 il 2635 2598 1065.190494 0.400409 65918 0 1015298 206809 206693 0.198860000 65535
22 Ox4bf8 (19448) 10.83.33.141 10.87.131.13 1 2635 2598 1065.390534 0.200040 65918 1] 1015306 206907 206761 0.242781000 65535
22 Ox4bf9 (19449) 10.83.33.141 10.87.131.13 1 2635 2598 1065.550476 0.159942 65918 6 1015306 207146 65924 65535 6
22 Oxdbfe (1945 10.83.33.141 10.87.131.13 1 2635 2598 1067.990187 2.399650 65924 0 1015315 209671 209572 0.180324000 65535
22 Oxd4bfd (1945 10.83.33.141 10.87.131.13 il 2635 2598 1069.549957 1.559770 65924 6 1015315 209721 65930 65535 6
22 Ox4bff (1945 10.83.33.141 10.87.131.13 1 2635 2598 1071.232522 1.682565 65930 1 1015325 209792 209786 0.082676000 65941 65535 11
22 0x4c00 (19456) 1 2635 5 65946

10.83.33.141

2598 1071.237585 0.005063

65941

1015325 209794

65535

nection reset



Visualized Performance

WireShark / Sniffer Visualized Performance — Packet and Time Correlated

Capture

Opposing Packet Transaction Exchanges of:
Packet Sizes
Response Times
Bits Per Second by Layer
Offered load into TCP Window vs. Receive  Window Size
Offered load unacknowledged packets
Packet rate of session vs. packets to others
Cumulative Bytes
Data vs. Application Efficiency

Error Visualizations:
Lost data and Selective Ack Visualized
Retransmission, Duplicate and Out of Order




Session Summary 172.21.16.30:54283-10.231.42.11:22

e e Sy SYN .
84 m SYN-ACK
= ACKM
= Bttt | FIN I ACK
W
RST_/
7
Capture|Location
Man in
222'8231'16'30 0/1 hops 7 hops Middle
0.807 ms 84 ms
|Init TTL 60/64 Init TTL 255

EST BW 17 kbps—_ EST BW 2 mbps

PKT 5266

ACK 4311
Byte 261464

AVG PKT Size 50 |

RWIN [62100, 65535]

MSS = 1460/1380
Window scaling =0
Selective ACK Permit =0
Selective ACK =0

Time stamp =0

SYN=1
FIN=1
RST=1
PUSH =953
URG =0
ECN=0
CWR=0

|
Turn
TransactionI

APP EFFI 101%

RETRAN 1
DUP 2

OO0 Order 0

Opposing Packet Sige and Event

PKT 4862

ACK 960

RWIN [16000, 16000]

3835
893

Ratio 4.29

APP EFFI 146%
RETRAN 24
DUP 1

0O Order 12

B Packet Size from 172.21.16.30:54283

W Packet Size from 10.231.42.11:22  ®

m Packet Event from 172.21.16.30:54283
Packet Event from 10.231.42.11:22

Byte for Packet Size

000 1800 2000

2600 s000  s800 4000 4800 8000 &400
Packet Number

c

10.231.42.11:22 BPS Thronghpnt

- TCP Paytond

-

Session duration 1 hour 12 minutes

10.231.42.11
22

Init TTL 60/64

Byte 4284604

AVG PKT Size 881

MSS = 1380/1380
Window scaling =0
Selective ACK Permit =0
Selective ACK =0

Time stamp =0

SYN=1
FIN=0
RST=0
PUSH = 2240
URG =0
ECN=0
CWR=0



Session Summary in <etmc prob1 smb port 1678.cap>

172.16.144.157/ Session lasts 3 seconds

1678 0 hop, 0.03 ms

Init TTL 128

data transfer intensive

2 hops, 0.18 ms

N

SYN

ACK<—6.03-ms 1

[ 02ms——7 SYN-ACK

Integrity is good

0% packet loss sent by __

—>

16.4% time wasted due

172.16.144.157
Performance is not
constrained

2.78% packet loss, 28% of which
is secondary retransmission

PKT/Byte: 508/ 30479, ACK 419, EFFI 29%
7

to packet loss sent by

0,
2.78% packet loss 172.16.14.72

PKT/Byte: 827/1144013, ACK 8, EFFI 94%

PKT Size with data [79, 400] AVG size 59
~
Ul

<
~
/PKT size with data [79, 1500], AVG size 1383
~

TCP response time AVG 5.9 ms,

TCP response time AVG 0.78 ms,

[0, 361.56 ms pure ACK]
~

Serious Events
* Application constrain (1)

APP response time AVG 22.35 ms,
[0, 1468.89 ms]

pd

~

[0.18 ms, 0.5 ms pure ACK]
7

APP response time AVG 0.85 ms,
[0.22 ms, 16.05 msi

* Delayed ACK constrain (1)

RWIN [[61592, 64512]]

-> peer max APP rate 339.5 Mbp\s P

7

RWIN [16384[64129, 65535]]
-> peer max APP rate 344.9 Mbps

U
Outstanding PKT [1, 2]
Outstanding byte [1, 360i

rd

~

Outstanding PKT [1, 16]
__Outstanding byte [1, 42523]
~

MSS = 1460/1460
Window scaling =0
Selective ACK Permit =1
Selective ACK = 116
Time stamp =0

MSS = 1460/1460
Window scaling =0
Selective ACK Permit =1
Selective ACK =0

Time stamp =0

FIN e ——
ACK '
I 7

Opposing packet size

EST BW 97.56 Mbps (85% certain)

172.16.14.72/
445

Init TTL 128

Integrity is good

Performance constrained by
* Network bandwidth

* Network packet loss

* High percentage of second
retransmission

* Sender window size with network

packet loss

Serious Events

* Application constrain (5)

* Sender window constrain (29)
* Forth retransmission (1)

* Third retransmission (4)

* Second retransmission (8)




Performance Event
Detection

Performance Limiting Events
— Window Size
— |P Fragmentation
— Network Path Changes
— MITM (Man-in-the-middle)
— Connection Issues
— Bottleneck BPS
TCP Stack Characteristics
— TCP Options
— App Data vs. TCP Control BPS

— Connection Setup and Teardown
— Detailed TCP Statistics

Estimated Theoretical vs. Actual Performance

Errors
— Problem Direction Identification

Capture Integrity
— SPAN capture duplicates, L2, L3 Loop

Ertm e e

= = e




" .
10.10.32.60:2905 Time Interval
first retran =— second retran = third retran == forth retran == fifth retran
-=— ack —=— duplicate —— out of order

Time Interval Chart
Event List
Packet Trac

100,000.00

|

&0,000.00

3rd Keep Alive

70,000.00

’y& €~ 2nd Keep Alive |
50,000,004 |

1st Keep Alive |

ond

Millis

40,000.00 4

Original Data

30,000.0 _/—>
20,000.00 4

- . . .
10,000,001 | -
DDD T T T T T T T T
1500 2000 3500 4000 4500 5000 S50 000 B500
Packet Number
Related
Packet
4046  3357-3361- TIP_EVENILAYER_TCP TIP_EVENTCLASS_TCP_KEEPALIVE TIP_EVENTSEVERITY_INFO  10.10.32.60 0 %ession EE’E i ﬁCPtKEEP_ALI\-T
4720 4046- TIP_EVENTLAYER TCPTIP_EVENTCLASS TCP_KEEPALIVE TIP_EVENTSEVERITY INFO 10.10.32.60 0 equest: &_KEEP_ALI\-E
6233 4720- TIP_EVENTLANER_TCP TIP_EVENTCLASS TCP_KEEPALIVE TIP_EVENTSEVERITY_INFO  10.10.32.60 0 0 Request: TCP_KEEP_ALIVE
Protocol |Time /lDeIta Info =
- [ Keep Alives
TOS 105.1354F5924 0.000876649 Response Packet[Maltormed Pack [lﬂﬂk like retransmissions 1,2,3 Etﬁ.}
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Opposing Packet Size

r Opposing Packet Size and Event w

O Packet Size from 172.21.16.30:39740 B Packet BEvent from 172.21.16.30:39740
B Packet Size from 10.82.129.11:22 B Packet Event from 10.82.129.11:22
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Opposing Packet Size
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Response Time by layer

[ 146.22.89.124:1436 Response Time ]
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TCP Response Time by layer

146.36.96.116:80 Response Time
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Opposing Unacked Packets

Opposing Unacknowledged Packets
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Opposing IP vs. App Efficiency
[ Opposing IP vs APP Efficiency ]
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Layer Response Times

[ 146.22.89.124:1464 Response Time I
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Response Times

[ 146.36.96.116:80 Response Time ]
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Offered Bytes into RWIN

172.16.14.70:1433 Offered Bytes into 172.16.144.152:2074 RWIN
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Additional
Word
Exhibit

Client very slow due to local overhead

Session Detail Report

Summary

This session is in the packet capture SQL2 WireShark Dr Roberts Desktop.ENC. The packets are exchanged
between 172.16.144.152/2074 and 172.16.14.70/1433.

This session lasts for 00:04:20 seconds, starting from 4/16/2009 8:23:42 PM to 4/16/2009 8:28:02 PM. Its

C S
topology is } j In all diagrams, C represents the host 172.16.144.152. S represents the host

172.16.14.70.

Host 172.16.144.152 is 0.02 milliseconds round trip from the capture location. This host is 0 hops away from
the capture location. It sends 1855 packets and 788187 bytes. 39.78% of packets are pure ACK. The average
C X s

packet size is 424 bytes. The packet loss of this host is illustrated as 1 j There 1s no packet
loss between this host and the capture location. Its packet loss ratio between the capture location and the peer is
0.11% (100% retransmitted packets are exactly the same as original packets, and 0% of retransmissions are the
second or third retransmissions). The time wasted due to packet loss from this host is 0.76 milliseconds (0% of
the session time). 0.11% of packets and 0.2% of bytes are wasted due to packet loss from this host. The min
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